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PREFACE

About this Guide

AN

Who should read
this guide?

This guide provides the information needed to set up connections
between remote systems running SafeNet SoftRemote® virtual private
network (VPN) client software and systems on a network protected by
Secure Computing’s Sidewinder® G, Security Appliance. SafeNet
SoftRemote is a Windows®-compatible program that secures data
communications sent from a desktop or laptop computer across either
a public network or an existing corporate dial-up line. The software
also includes the ZoneAlarm™ personal firewall for regulating
external traffic coming in and out of the client system.

Note: The SafeNet SoftRemote product is referred to as simply "SoftRemote" throughout
the remainder of this document. When a feature or procedure relates only to the personal
firewall, it is referred to as "ZoneAlarm."

Important: This guide describes administration of VPNs between SoftRemote Version
10.3 and Sidewinder G Security Appliance Version 6.1. If you are working with a later
version of either product, visit our Web page at www.securecomputing.com/goto/
updates for the latest documentation.

This guide is written for the person assigned to manage Sidewinder
G, firewall-based VPN connections with the SoftRemote VPN client.
Administrating VPN connections requires that you perform procedures
on both the Sidewinder G, firewall and SoftRemote to configure the
gateway and pre-configure the VPN client security policy for each
remote user (road warrior, telecommuter, etc.).

As a network administrator, you should read and understand all the
procedures in this document. You will then be able to provide all
remote users with the information, files, and software they need to set
up SoftRemote software to communicate with your trusted network(s).

This guide assumes you are familiar with networks and network
terminology. Because SoftRemote will require a security association
with a Sidewinder G, firewall, you should be familiar with Sidewinder
G, administration. Knowledge of the Internet and of Windows
operating systems are also key requirements.

Preface: About this Guide




How this guide is organized

How this guide is
organized

Finding information

Viewing and printing this
document online

Preface: About this Guide

This guide contains the following chapters.

Chapter Title

Description

Chapter 1:
Getting Started

Presents an overview of the SoftRemote and the
Sidewinder G, Firewall Virtual Private Network
(VPN) environment, and describes the
requirements. It includes a checklist to guide you
through the basic steps to set up and deploy a
VPN.

Chapter 2:
Planning Your VPN
Configuration

Provides information to help you understand key
concepts and options that are related to a VPN
connection.

Chapter 3:
Configuring Sidewinder G,
for SoftRemote Clients

Provides a summary of Sidewinder G, procedures
associated with setting up and configuring
SoftRemote connections in your network.

Note: Perform these procedures before you
configure your SoftRemote clients.

Chapter 4:
Setting Up SoftRemote

Includes SoftRemote installation notes and
describes the basic SoftRemote procedures for
managing certificates and creating a customized
SoftRemote security policy for your remote clients.
This chapter summarizes the steps for preparing
and deploying the SoftRemote software, digital
certificate files, and security policy to your end
users. It also includes basic information on the
ZoneAlarm personal firewall.

Note: See the ZoneAlarm help files or Web site
(www.zonealarm.com) for more detailed
information.

Appendix:
Tips and Troubleshooting

Provides a summary of troubleshooting
techniques available for resolving SoftRemote and
Sidewinder G, VPN connection problems.

This guide is in electronic (softcopy) Adobe Acrobat portable
documentation format (PDF) only and does not contain an index.
However, you can use the Adobe Acrobat Find feature to search for
every instance of any word or phrase that you want.

When you view this document online in PDF format, you may find
that the screen images are blurry. If you need to see the image more
clearly, you can either enlarge it (which may not eliminate the
blurriness) or you can print it. (The images are very clear when

printed out.)




Where to find additional information

Where to find

additional
information

For the best results, print this PDF document using a PostScript printer
driver.

¢ If your printer understands PostScript but does not have a

PostScript driver installed, you need to install a PostScript driver.
You can download one for your printer from www.adobe.com.

If your printer is not a PostScript printer and this document does
not print as expected, try one of the following:

— If your printer has the option, Print as Image, enable this option
and then try printing.

— Print specific page(s) at a time rather than sending the entire
document to the printer.

Refer to the following for related information.

¢ About SoftRemote

For additional information about configuring and troubleshooting
SoftRemote software, refer to the online help that is integrated into
the program’s user interface. SoftRemote online help provides
detailed step-by-step procedures for individual VPN client tasks.

About the Sidewinder G, firewall

For additional information about setting up VPN connections on a
Sidewinder G, Security Appliance or firewall, refer to the VPN
chapter in the Sidewinder G, Administration Guide. In addition,
be sure to review documentation associated with patch releases.
Release notes can be found at www.securecomputing.com/goto/
updates.

About ZoneAlarm

For additional information about configuring and troubleshooting
ZoneAlarm software, refer to the online help that is integrated into
the program’s user interface. ZoneAlarm online help provides
detailed instructions for using basic and advanced features and
troubleshooting for the personal firewall.

About digital certificates

For information on digital certificates and Public Key Infrastructure
(PKD technology, see:
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Preface: About this Guide

— Understanding Public-Key Infrastructure, by Carlisle Adams
and Steve Lloyd (1999)

— Internet X.509 Public Key Infrastructure, Certificate and CRL
Profile, REC 2459, R. Housley, W. Ford, W. Polk, D. Solo

(January 1999)

To contact Secure Computing directly or inquire about obtaining a
support contract, refer to our Web site at www.securecomputing.com,
and select “Contact Us." Or if you prefer, send us e-mail at
support@securecomputing.com (be sure to include your customer 1D
and serial number in the e-maib).



CHAPTER 1

Getting Started

About this chapter

This chapter provides an overview of the SoftRemote and Sidewinder
G, Security Appliance Virtual Private Network (VPN) environment and
describes the requirements to set up secure connections in that
environment. It includes a checklist to guide you through the basic
steps to set up and deploy a VPN.

This chapter addresses the following topics:

+ “About SoftRemote & Sidewinder G, VPNs” on page 1-2
¢ “VPN requirements” on page 1-3

¢ “Roadmap for deploying your VPNs” on page 1-5
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About SoftRemote & Sidewinder G, VPNs

About

SoftRemote &
Sidewinder G,

VPNs

Figure 1-1.

Sidewinder G, VPN
connection providing
secure data transmission
between a remote
system running
SoftRemote and your
internal network(s)

Getting Started

AN

SoftRemote is security software for remote PC users that includes a
VPN client and a ZoneAlarm personal firewall. The VPN client is
designed to provide data privacy between remote users and a
corporate network. Industry-standard encryption and user verification
routines protect the data sent over the connection. SoftRemote
conforms to Internet Engineering Task Force (IETF) standards for
TCP/IP and IP Security (IPSec) protocols. The personal firewall is
designed to provide another measure of control over Internet traffic
that comes in and out of the remote system.

SoftRemote works with the Secure Computing Sidewinder G, firewall/
VPN gateway to establish secure VPNs over public and private
networks. Information passed across a VPN is encrypted, ensuring
confidentiality and integrity.

_
SoftRemote
~—

—1=VN tunnel

= Data

Note: In a VPN connection, keep in mind that the definition of "remote" depends on
perspective. From the firewall’s point of view, the remote end is a system connecting from
the Internet. From the SoftRemote system’s point of view, the remote end is the firewall
(VPN gateway) and the protected network.

Using SoftRemote, a mobile employee or telecommuter can establish
authenticated and encrypted access with networks protected by
Secure Computing’s fully IKE (Internet Key Exchange) compliant
firewall. Remote users can access secure corporate resources using
either public networks or corporate dial-up lines.

SoftRemote works in conjunction with ZoneAlarm to secure network
communications. ZoneAlarm’s purpose is to help regulate Internet
traffic entering and exiting the remote user’s system; however, it is not
required for the VPN communication and therefore installing it is
optional. Through SoftRemote, you may chose to make ZoneAlarm
required or optional for your users. (See Chapter 4 for details.) Traffic
can be split into two zones: local and Internet. This division allows
users to exercise control over their traffic flow with trusted and
untrusted sources. ZoneAlarm is configured at the application level,
allowing certain programs access to the Internet while denying others.

Important: Consult the ZoneAlarm tutorial and online help files for a detailed
description of the product’s features, capabilities, and configuration options.



VPN requirements

VPN requirements

To establish VPN communication between your firewall and
SoftRemote clients, you must:

*

Meet the system and network requirements found in Table 1-1 and
Table 1-2.

Design a matching security policy for the firewall gateway and the
SoftRemote client.

Configure your firewall with the proper VPN parameter settings
and access rules.

Configure the desired authentication methods— e.g. passwords
and XAUTH, self-signed digital certificates, CA digital certificates,
etc.

Before starting your VPN set up, ensure that your environment meets
the requirements listed in this section.

Sidewinder G, firewall requirements

Your Sidewinder G, firewall and network must meet the basic
requirements listed in Table 1-1.

Table 1-1. Requirements for running Sidewinder G,'s VPN feature

Category Requirement

Sidewinder G, At least one installed and operational Sidewinder G,

firewall/ firewall/Security Appliance at version 6.0 or higher with a
Security VPN feature license.
Appliance
Note: You can protect more than one LAN with a single
firewall.
Network A network infrastructure with a connection from
connection the firewall to the Internet.
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VPN requirements

SoftRemote requirements

Each system on which SoftRemote will be installed must meet the
requirements listed in Table 1-2.

ﬁ Important: Aremote system mustonly run one VPN client. If a VPN client program such
as Soft-PK or SecureClient was previously installed on the remote system, ensure it is
properly uninstalled before installing SoftRemote. See Chapter 4, “Setting Up SoftRemote”,
for details.

Table 1-2. Requirements for running SoftRemote

Category Requirement

Hardware * An IBM PC or compatible computer (portable or desktop) with
at least a 75 MHz Pentium microprocessor (or equivalent).

* A non-encrypting modem (for use with Dial-Up Networking)
or at least 1 NIC (e.g. Ethernet, ISDN). For compatible NICs, see
http://www.securedbysafenet.com/clientsupport/
SafeNetClientNIClist.htm.

* At least 10 MB of free hard disk space.
* The recommended system RAM size:
—  Windows 95: 16 MB
—  Windows 98, NT: 32 MB
—  Windows Me, 2000 Professional: 64 MB
—  Windows XP Home and Professional: 128 MB

Software * Microsoft Windows 95, 98, NT 4.0, Me, 2000 Professional, XP
Home and Professional.

* Dial-Up Networking component of Microsoft Windows or LAN
interface.

* |f the remote system uses a modem, the end user must have a
dial-up account with an Internet Service provider (ISP) or a
private corporate dial-up account.

H"» Tip: Instruct SoftRemote users to follow the instructions
provided by Microsoft to install Dial-Up Networking on their
Windows PC. Also, create a Dial-Up Networking profile for
the ISP used to gain access to the Internet.

* To use help, Microsoft Internet Explorer 4.0 or later

* To use Microsoft Cryptographic Services (MS CSP), Microsoft
Internet Explorer 5.0.1 or later

* To use certificates with keys larger than 1024, Microsoft
Internet Explorer 5.5

Internet Connection to the Internet (via a dial-up line, DSL, cable modem,
connection | |SDN, etc)
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Roadmap for deploying your VPNs

Roadmap for
deploying your
VPNs

I 3

Because VPN connections are an integral component of your network
security, we recommend that, as the network administrator, you
carefully oversee the installation and configuration of the SoftRemote
client(s). Setting up VPN connections using SoftRemote and
Sidewinder G, requires that you perform procedures that will
configure both the remote systems running SoftRemote AND your
firewall.

If done properly, administrators can do most of the VPN configuration
for both SoftRemote and the firewall with little time dedicated to each
end user machine and little effort required of the end users. Security
policy and certificate files with specified names may be saved to an
install image where they will be automatically imported as SoftRemote
installs. Determine if your users will be required to install the VPN
client with the personal firewall (SoftRemote-full), install the VPN
client without the personal firewall (SoftRemoteLT), or if they will be
able to choose. Then save the files you want auto-imported with the
matching directory (full and/or SoftRemoteLT) on the deployment
image. For example, you can set up a pre-shared password and create
a security profile that you include with SoftRemote’s installation files.
If users can select whether or not they want the personal firewall,
place the configuration file copies in both the full and VPN client only
directories. The pre-shared password and policy will auto-import with
the SoftRemote client. Users then simply need to configure the My
Identity section using instructions you provide. See Chapter 4, “Setting
Up SoftRemote”, for greater detail.

Tip: A separate Secure Computing SoftRemote User’s Guide is not provided for end users
of SoftRemote. Use Table 4-2, “SoftRemote install, deployment, and uninstall task
summary,” as a guideline for preparing instructions for your end users.

Figure 1-2 provides a graphical overview of the SoftRemote and

Sidewinder G, VPN deployment process. Each of the tasks depicted in
Figure 1-2 are also reflected in the checklist starting on page 1-7.
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Figure 1-2. VPN
deployment
overview

Admin tasks
performed on
firewall

Admin tasks
performed using
SoftRemote

Getting Started

1 — Satisfy firewall, network, & system requirements

v

2 — Plan your VPN configuration

Y

3 — Enable appropriate Sidewinder G, servers, rules, & proxies

v

4 — Set up VPN authentication on Sidewinder G,

If using pre-shared
keys (passwords):

I

If using Sidewinder G,
self-signed certificates:

I

If using CA-assigned
certificates:

4a — Define remote
identities within
Sidewinder G,

4b1 — Create & exporta
firewall certificate

4c1 — Request/retrieve
the CA root certificate

Important: Be sure to
specify Extended
Authentication when
configuring your VPN
connection in Step 5

|

4b2 — Create & export
remote certificates

I

4c2 — Determine your
Distinguished Name

4b3 — Convert remote
user key file/certificate
pair to PKCS12 format

ON)
|

4¢3 — Request a firewall

certificate

4c4 — Define remote
certificate identities

within Sidewinder G,

5 — Configure the VPN security association(s) on Sidewinder G,

Y

6 — Configure the identities, security policy(ies), and ZoneAlarm
usage requirements for your remote users in SoftRemote

v

remote users

7 — Prepare and deploy your SoftRemote installation package to

Y

8 — Troubleshoot any connection problems
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SoftRemote deployment
checklist

I 3

The following checklist identifies each major step involved in the set
up and deployment of your SoftRemote software (as shown in Figure
1-2). You can use the checklist as a reference point and mark off each
item as you complete it to ensure a successful VPN rollout.

Tip: Each step provides an overview of the task and points you to specific documentation
for more detailed information.

1 — Satisfy firewall, network, & system requirements

0

a

Firewall/network: Verify that your firewall is at Version 5.1 or later, licensed for
VPN, and that your network is fully operational.

End-user systems: Verify that each system on which SoftRemote will be
installed meets the requirements as described on page 1-4.

2 — Plan your VPN configuration

0

0

a

0

Review Chapter 2 in this guide to become familiar with key concepts and
options that are available when setting up VPNSs.

Review the VPN chapter in the Sidewinder G, Administration Guide for
additional background on VPN configuration.

Review the readme.txt file located on the SoftRemote CD for additional
information from Secure Computing.

Determine the most effective authentication requirements for your situation.

3 — Enable appropriate Sidewinder G, servers, rules, & proxies

Note: For details, see “Enabling the VPN servers” on page 3-4 and “Configuring rules &
proxy entries for interburb passage of VPN connection traffic” on page 3-6.

CMD server: The Certificate Management Daemon (CMD) server must be
enabled before you can configure the certificate server.

ISAKMP server: The ISAKMP server must be enabled and set to listen on the
appropriate burb (typically, this will be the Internet or external burb).

ISAKMP rule: At a minimum, you must define and enable a rule that allows
ISAKMP traffic from the Internet burb (desired source addresses) to the Internet
burb (external IP address of the firewall).

More...

Getting Started
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Other rules: Depending on where you terminate your VPN connections on
the firewall (e.g., in a virtual burb), you may need to create rules to allow
traffic between burbs.

Proxies: Depending on where you terminate your VPN connections on
Sidewinder G, (e.g., in a virtual burb), you may need to enable proxies to
allow traffic between burbs.

4 — Create/request pre-shared keys or digital certificates on
the firewall

If using pre-shared keys (passwords):

a

Use the Admin Console to specify the client identity information within
Sidewinder G,. See "Managing pre-shared keys (shared—passwords)” on
page 3-7 for details.

If using firewall self-signed certificates:

0

0

Use the Admin Console to create and export a firewall certificate. See
“Creating & exporting a firewall self-signed certificate” on page 3-8 for
details.

Use the Admin Console to create and export remote certificates for each end
user. See “Creating & exporting remote certificate(s)” on page 3-10 for details.

If using a CA -assigned certificates:

0

Use the Admin Console to define a CA and obtain the CA root certificate. See
“Requesting and retrieving a CA-issued root certificate” on page 3-13 for
details.

Use the Admin Console to request a certificate for the firewall from the CA.
See “Requesting and retrieving a CA-issued firewall certificate” on page 3-14
for details.

Determine the identifying information (e.g., Distinguished Name settings)
your clients will use in their personal certificates. See “Determining
identifying information for remote identities (CA certificates only)” on page
3-16.

For all authentication methods:

0

Getting Started

Use the Admin Console to specify the client certificate identity information
within the firewall. See "“Managing remote identities on Sidewinder G," on
page 3-16 for details.

More...
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5 —Configure the VPN security association(s) on the firewall

O  Use the Admin Console to define the VPN security association configuration.
See “Configuring the Security Association on the firewall” on page 3-18 for
details.

O Ifnecessary, enable Extended Authentication.

Note: Use of Extended Authentication is critical when using pre-shared key
authentication.

6 — Configure the certificates/pre-shared keys and security policy(ies) for
your remote users on SoftRemote

O Install your copy of SoftRemote. See “SoftRemote installation and
deployment notes” on page 4-5 for details.

O  [fusing Certificate Authority (CA) based or self-signed certificates, use
SoftRemote to import and/or set up the certificates needed by each end
user. See "About the Certificate Manager” on page 4-16 for details.

O Ifusing a pre-shared key, set it up during this step. Use SoftRemote to create
and save security policies that are customized for your end users. See
“Configuring a security policy in SoftRemote” on page 4-25 for details.

7 — Prepare and deploy your SoftRemote installation package to remote
users

O Determine the deployment method you will use based on your VPN
configuration. For details, see “Managing SoftRemote deployment” on page
4-2

O Prepare the files you will distribute to your end users. For details, see
“Deployment Scenarios” on page 4-3.

O Create SoftRemote installation and configuration instructions for your end
users. For details, see “SoftRemote installation and deployment notes” on
page 4-5.

* If necessary, define configuration steps for the Windows Dial-Up Networking
feature on each machine on which you are installing and using SoftRemote.

* Specify the SoftRemote installation instructions.

* Specify the instructions for importing, requesting, and/or setting up client
certificates.

* Specify the instructions for importing, updating, and /or activating a security
policy.

More...

Getting Started
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Getting Started

* Specify how and when to activate or deactivate the SoftRemote security
policy.

* Specify the guidelines for using ZoneAlarm.

O Distribute the SoftRemote deployment software and files to your end users.

8 —Troubleshoot any connection problems

O  Use the SoftRemote Log Viewer. See "SoftRemote Log Viewer” on page App-
2.

(O Use the SoftRemote Connection Monitor. See “SoftRemote Connection
Monitor” on page App-3.

(0 Use Sidewinder G, firewall tools. See “Sidewinder G, troubleshooting
commands” on page App-8 and the Sidewinder G, Administration Guide for
details.




CHAPTER 2
Planning Your VPN
Configuration

About this chapter

This chapter provides information to help you understand key
concepts and options that are related to a VPN connection. It
addresses the following topics:

* “Identifying basic VPN connection needs” on page 2-2

+ “Identifying authentication requirements and configurations” on
page 2-3

¢ “Determining where you will terminate your VPNs” on page 2-8

¢ “Understanding Sidewinder G, client address pools” on page 2-10

Planning Your VPN Configuration




Identifying basic VPN connection needs

Identifying basic Before you actually begin to configure your firewall or work with
VPN connection SoftRemote, ensure you have an understanding of the basic profile for
your VPN connections.

needs
Begin by doing the following:
¢ List the remote users that need a VPN connection
¢ List the internal/trusted systems to which users need access
+ Identify groups of remote users who will have the same security
policy
¢ Identify the important IP addresses
It may help to start a sketch that defines your basic requirements.
Depending on your organization and network, this could be
somewhat more complex than the diagram shown in Figure 2-1.
Figure 2-1.
Identify remote users
and the target internal
systems in a sample abc server
diagram

(4) road warriors

N Larry
Support group Moe

Curly

(4) road warriors Shemp

Xyz server

- How many remote clients?
- Which internal networks?

- Firewall/remote/virtual addresses? Gary

- Users requiring similar policies? Laz
Todd
Chuck
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Identifying authentication requirements and configurations

Identifying
authentication
requirements and
configurations

Determine how you will identify and authenticate the parties in your
VPN. The Sidewinder G, firewall and SoftRemote both support pre—

shared key and digital certificate VPN configurations. In addition,
when you use Sidewinder version 5.1.0.02 or later, you can set up
Extended Authentication to provide increased security to your VPN
network. Use the following table to help familiarize yourself with the
basic characteristics of each authentication method.

Table 2-1. VPN configuration comparisons

Authentication Scenario

Attributes

Using pre-shared key and
extended authentication

(for a medium to large
number of VPN clients)

# Uses a client-configured password and strong
authentication

* Single VPN association for all clients with same
security policy

# Can make VPN deployment and management
more efficient

Using self-signed certificates

(for a small number of VPN
clients)

¢ No CA needed

¢ Requires a unique VPN Security Association
(SA) for each client

* Only for deployment to small number of users

Using CA-based certificates

(for a medium to large
number of VPN clients)

* Uses a private or public CA

# Single VPN association for all clients with same
security policy

# Can make VPN deployment and management
more efficient

Understanding pre-shared key authentication

A pre-shared key (referred to as shared password by Sidewinder G,)
is an alphanumeric string—from eight to 80 characters—that can
replace a digital certificate as the means of identifying a
communicating party during a Phase 1 IKE negotiation. This key/
password is called "pre—shared" because you must share it with

another party before you can communicate with them over a secure
VPN connection. The key/password is then configured into respective
IPSec-compliant devices (e.g., firewall and software client). Using a
pre-shared key/password for authentication is the easiest type of VPN
association to configure.

Important: You should only use this method along with Extended Authentication.

Planning Your VPN Configuration




Identifying authentication requirements and configurations

Planning Your VPN Configuration

Understanding Extended Authentication

In addition to the normal authentication checks inherent during the
negotiation process at the start of every VPN association, Extended
Authentication (XAUTH) goes one step further by requiring additional
identity verification of the person requesting the VPN connection.

Depending on the extended authentication method you select, the
person must provide a unique user name and password, a special
passcode, or one-time password before the VPN association is
established. For example, assume you configure a VPN association to
use extended authentication and that you select the standard
password process as the form of authentication. When a person
attempts to establish a VPN connection, the firewall performs the
standard VPN negotiations. In addition, the firewall issues a request
for the proper user name and password. The person initiating the
VPN connection request must then enter the proper user name and
password at their workstation. The firewall must then verify the user’s
identify before the connection will be made.

The XAUTH option is most useful if you have travelling employees
that connect remotely to your network using laptop computers. If a
laptop computer is stolen, without extended authentication it might
be possible for the thief to illegally access your network. This is
because the information needed to establish the VPN connection (the
shared password, certificate, etc.) is saved within the VPN client
software. When the XAUTH option is used, however, the user is
required to enter an additional piece of authentication information
that is not saved on the computer—either a password, passcode, or
PIN. This additional level of authentication renders the VPN
capabilities of the laptop useless when in the hands of a thief.



Identifying authentication requirements and configurations

Using digital certificate authentication

When using digital certificates (or public key authentication), each
system in the VPN requires a unique private key file and a
corresponding public key certificate file.

¢ The private key file

A private key file is unique to each system in the network and kept
secret by the holder (VPN client, firewall, etc.). It is used to create
digital signatures and, depending upon the algorithm, to decrypt
data encrypted with the corresponding public key.

* The certificate file (with public key)

Certificates contain informational values such as the identity of the
public key’s owner, a copy of the public key itself (so others can
encrypt messages or verify digital signatures), an expiration date,
and the digital signature of the creating entity (CA or firewall).

When using the Sidewinder G, firewall, the trusted source for
authorizing key/certificate pairs can be the firewall itself through self-
signed certificates, or a public or private Certificate Authority (CA)
server (for example; Netscape, Baltimore, Entrust, etc.). Digital
certificate implementations using Sidewinder G,/SoftRemote follow
the X.509 standard.

Important: You must configure the necessary certificates before you configure the VPN
connection parameters on the firewall or SoftRemote.

Digital certificates have a validity period defined by an effective date
and an expiration date. Secure connections will not be established
with an expired certificate. Be sure to have the issuing authority
renew the certificate(s) prior to the expiration date and update the
VPN equipment with these renewed certificates.

Planning Your VPN Configuration




Identifying authentication requirements and configurations

A closer look at self-signed A VPN implemented using firewall self-signed certificates does not

certificates require an external certificate authority and is relatively easy to
configure for a small number of clients. However, one security
association must be configured on the firewall for each client. As the
number of configured clients grows, so does the administrative effort.
Figure 2-2 shows the certificates involved in a VPN using firewall self-
signed certificates.

Figure 2-2. Sidewinder
G, self-signed certificate

summary

___________ - Firewall
. @ Cert. %

) el

» ® _C=

Firewallg

Sidewinder G,
m Client ¢
Cert. Zg ] Cert %

N
Protected Network

* der private key
Cﬁ*.pk]
3 |PKCS12 object
fori ti

Admin creates firewall private key igunsqgf?rRérrlr?ote

and certificate
@ Admin creates client private key/

certificate pair(s)
® Admin converts client private key ) »

& certificate files to PKCS12 object Note: A self-signed certificate

created on the firewall remains

(@) Admin exports the certificate files Zal".j for f’er year; (ddefau{t setting)

and the PKCS12 object to transfer eginning from the date it is

to the client created.

@ Firewall certificate imported to
SoftRemote (private key remains
on the firewall)

@ Client private key /certificate file (p12)
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a user certificate. The .der is imported as
a trusted CA certificate.
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Identifying authentication requirements and configurations

A closer look at CA-based A VPN implemented using CA-based certificates requires access to a

certificates private or public CA. Each end point (client, firewall, etc.) in the VPN
needs a local copy of the CA root certificate to verify signed
certificates. In addition, each end-point retains its own private key file
and public certificate. Figure 2-3 shows the certificates involved in a
VPN using CA-based certificates.

Figure 2-3. CA-based
digital certificate
summary
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; Cert.
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Cert.
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Admin requests firewall
certificate
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Admin provides client key/

certificate to client (or
instructions to obtain it)
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Determining where you will terminate your VPNs

Determining When you determine where you will terminate your VPN, you mark
where you will where traffic switches between clear text and encryption. Traffic is

. always encrypted between the two endpoints and then travels in clear
terminate your text to its final destination. One endpoint is the VPN client on the
VPNs remote machine. You can configure the other endpoint to terminate in

any burb on the firewall. Terminating the VPN security association in
any burb except the Internet burb ensures that traffic is inside a
protected network when it is decrypted into clear text. For example,
Figure 2-4 shows a VPN security association terminating in a trusted
burb. In this case, you need no special rules or proxy controls other
than an external-to-external ISAKMP rule.

Caution: Always set your end points in a protected environment.

Figure 2-4. VPN tunnel
terminating on a trusted
burb

Trusted | Internet
burb burb Internet
| W

(e—|
SoftRemote
—

Sidewinder G, [ ="PNtnnel
1

=Data

N
Protected Network

Figure 2-5 shows another option that allows you to terminate VPN
traffic in a "virtual" burb. A virtual burb is a burb that does not contain
a network interface card. The purpose of a virtual burb is two-fold: to
serve as a protected logical endpoint for a VPN association and to
facilitate policy control of the traffic after it is decrypted.

Figure 2-5. VPN tunnel

T
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Terminating a VPN association in a virtual burb accomplishes two
important goals:

¢ Separation of VPN traffic from non-VPN traffic.

* Enforcement of a security policy that applies strictly to your VPN
users.

Planning Your VPN Configuration




Determining where you will terminate your VPNs

Figure 2-6. Virtual burb
configuration for
multiple security policies

By terminating the VPN in a virtual burb you effectively isolate the
VPN traffic from non-VPN traffic. Plus, you are able to configure a
unique set of rules (via proxies and rules) for the virtual burb that
allow you to control precisely what your VPN users can or cannot do.

Note: The VPN implementation depicted in Figure 2-5 represents a "proxied" VPN because
proxies must be used to move VPN data between burbs. The use of proxies enables you to
control the resources that a VPN client has access to on your internal network.

Consider a VPN association that is implemented without the use of a
virtual burb. Not only will VPN traffic mix with non—VPN traffic, but
there is no way to enforce a different set of rules for the VPN traffic.
This is because proxies and rules, the agents used to enforce the rules
on a firewall, are applied on a burb basis and not to specific traffic
within a burb.

Important: Do not terminate VPN connections in the Internet burb.

You can define up to twenty—four physical and virtual burbs. For
example, if you have two distinct types of VPN associations and you
want to apply a different set of rules (security policy) to each type,
simply create two virtual burbs, then configure the required proxies
and rules for each virtual burb.

Note: Previous Sidewinder versions only allow you to define a total of 9 burbs.

Sidewinder Gy

Virtual

N\ bub1
Proxies| %

Trusted \/ Internet
burb N burb
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Virtual ,
Proxies| burb 2

Security Policy
1

Internal
network

1 Security Policy
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One question that might come to mind when using a virtual burb is:
"How does VPN traffic get to the virtual burb if it doesn’t have a
network card?" All VPN traffic originating from the Internet initially
arrives via the network interface card in the Internet burb. A VPN
security association, however, can internally route and logically
terminate VPN traffic in any burb on the firewall. By defining a
security association to terminate the VPN in a virtual burb, the VPN
traffic is automatically routed to that virtual burb within the firewall.
Thus, the trusted network now recognizes the virtual burb as the
source burb for your VPN traffic. From the virtual burb, a proxy is
needed to move the traffic to a trusted burb with network access.
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Understanding Sidewinder G, client address pools

AN

Understanding
Sidewinder G,
client address
pools

Figure 2-7. VPN
association
implemented using a
client address pool
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Important: Failure to enable or properly configure the necessary proxies and rules will
result in connectivity and other problems. See “Configuring rules & proxy entries for
interburb passage of VPN connection traffic” on page 3-6 for details.

You may choose to implement your VPN using client address pools.
Client address pools are reserved virtual IP addresses recognized as
internal addresses of the trusted network. Addresses in this pool are
configured on the firewall and assigned (or "pushed") to a VPN client
(per VPN configuration) when the VPN connection is started. Client
traffic within the protected network appears to come from the virtual
IP address pool. On the protected network, only the firewall knows
the client’s real IP address.

Client address pool
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One of the reasons for using client address pools is that they simplify
the management of VPN clients. They allow the firewall to manage
certain configuration details on behalf of the client. This enables a
remote client to initiate a VPN connection without being
preconfigured for all aspects of the connection.



Understanding Sidewinder G; client address pools

The firewall uses the client address pool interface to manage a
number of configuration parameters that are pushed to the remote
client. The virtual IP address is one such parameter. Other important
parameters are the IP addresses of the internal DNS and WINS servers
that the client will need to function within the protected network.
When leveraging these features of the client address pool interface,
the client does not need to define a virtual IP for use in the VPN
connection, nor does it need to concern itself with WINS and DNS
issues on the trusted network. The DNS and WINS server IP addresses
are pushed to the client with the virtual IP address.

Important: The client machine’s IP address should not match the internal network’s
subnet, as this configuration could cause internal routing and connectivity issues.

In addition to simplifying the configuration process for your clients,
client address pools give you the ability to place additional controls
on VPN clients. From the firewall, you can do the following:

* Allow or restrict access on a client address pool basis.

For example, assume you create two client address pools. Client
associations initiated from pool A might be granted access to cer-
tain networks that are off limits to clients from pool B.

¢ Allow or restrict access on a client basis.

This is done by assigning a specific IP address within a client
address pool to a specific user by using the Fixed IP Map tab. The
fixed addresses you specify must be within the range of available
IP addresses as defined by the client address pools. By creating a
network object for that IP address, you can then use the network
object in a rule to allow or restrict the client’s access to additional
services.

Important: When using client address pools, only select the Dynamic Restricted IP
Client option on the Security Associations tab, regardless of how the client obtains its IP
address.

Note: For more detailed information on client address pools, see the Sidewinder G,
Administration Guide.
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CHAPTER 3
Configuring Sidewinder G,
for SoftRemote Clients

About this chapter

This chapter provides a summary of firewall procedures for setting up
and configuring SoftRemote connections in your network.

Note: For Enterprise Manager users, each procedure is described at the firewall level using
the Admin Console.

Important: Perform these procedures before you configure your SoftRemote clients.

This chapter addresses the following topics:

*

*

“Defining a virtual burb” on page 3-2
“Enabling the VPN servers” on page 3-4

“Configuring rules & proxy entries for interburb passage of VPN
connection traffic”
on page 3-6

“Managing pre—shared keys (shared—passwords)” on page 3-7
“Managing Sidewinder G, self-signed certificates” on page 3-8
“Managing CA-based certificates” on page 3-13

“Managing remote identities on Sidewinder G,” on page 3-16

“Configuring the Security Association on the firewall” on page 3-18
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Defining a virtual burb

Defining a virtual
burb

I 3

Defining a client
address pool

Figure 3-1. VPN
Configuration -> Client
Address Pools

If you have not done so, read the sections on virtual burbs in the
previous chapter to help determine if your VPN configuration should
include virtual burbs.

To create a virtual burb on the firewall for terminating a VPN, do the
following:

1. Select Firewall Administration -> Burb Configuration.

2. Click New and create the new virtual burb.

3. C(lickthe Save | icon.

Tip: Remember that when using a virtual burb, you must create rules and enable proxies
to pass traffic from the termination point to the destination, such as from the virtual burb
to the internal burb.

If you have not done so, read the section on client address pools in
the previous chapter to help determine if your VPN configuration
should be set up using this virtual addressing tool.

To create a client address pool to apply virtual addresses to your
incoming VPN connections, do the following from the Sidewinder G,

Admin Console interface:

1. Select VPN Configuration -> Client Address Pools.

Paols: Enter New Pool Name: [EVEA_sales

et | suvs| Pt PHap)

1P Address / Bis:

0900716
Edit Vius! Subnet

] oty | os |

o[ i |

e
2. Click New.

3. Enter a name in the Enter New Pool Name field.
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Defining a client address pool

10.

11.

In the Virtual Subnet Section, click Edit Virtual Subnet.

a. Enterthe IP address to be used for virtual addressing.
b. Enter the number of bits in the netmask.

c. Click OK.

Caution: Do not enter an existing subnet in your network in this window. Virtual
addressing only works if the client address pool uses unassigned address space.

In the Local Subnet List section, click New.

a. Enterthe IP address of the subnet in your internal protected
network that your SoftRemote users will access.

b. Enter the number of bits in the netmask.
c. Click Add, then click Close.

[Optional] If you would like to assign DNS or NBNS/WINS server
information using the client address pool, click the Servers tab.

[Optional] In the DNS Servers section, click New.

a. Enterthe IP address of the internal DNS server to which you want
remote VPN users to connect.

b. Click Add.
[Optional] In the NBNS/WINS Servers section, click New.

a. Enterthe IP address of the internal NBNS/WINS server to which you
want remote VPN users to connect.

b. Click Add.

[Optional] If you would like specific remote users to always be assigned
the same virtual address, click the Fixed IP Map tab. Users can be
identified by a distinguished name, an e-mail address, etc.

Note: For more information, click Help in the Admin Console.
a. Click New.

b. Enterthe IP address to be assigned to a specified client, then click
New.

c. Enterthe client identification string, then click Add. Repeat this
process for each desired string.

d. Click Close on the smaller window, and then click Close on the larger
window.

In the main section, click Add.

[Conditional] If using a managed firewall, apply the policy.
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Enabling the VPN servers

Enabling the VPN Before you configure a VPN association on your firewall, you must
servers first enable the firewall’s CMD and ISAKMP servers. Next, set the
firewall to listen for the ISAKMP server on the Internet burb.

Do the following from the Admin Console:

1. Enable the emd and isakmp servers.
a. Select Services Configuration -> Servers.

Figure 3-2. Services
Configuration -> Servers Server Name
Enable these two servers
cmd server is enabled by
default)

b. To enable a server, select it from the Server Name list and click
Enable.

c. Click the Save icon.
2. Configure the ISAKMP server to listen on the appropriate burb.

a. Select VPN Configuration -> ISAKMP Server.

Figure 3-3. VPN

o . [k Servers
Conflguratlon -> ISAKMP 58 MyFirewal A ¥ Allow Certificate Negotiation
=} Policy Cenfiguration :
Server Soninss Corfiul heae . |_fi
g Servioss Corfiguralion et P1 Retrios: 7 =

£ (2% VPN Corfiguration

o B Securty Associations ] el . 3 B
Client Address Pacls P1 Retry Timeout: ~| (seconds)
e o

A ErvEr

& Reports and Moritoring Audit Level: Narmal -

£ Firewal Administ ation

5 Tools < Available Authentication Methods:
L& File Editer
" LDAP
F Password Default:
" RADIUS
Password e
= SafeWord
= SecurlD

" | SHK/Symantec Defender
I” Windows Domain

b. In the Burbs to Listen on list column, click the burb name associated
with the Internet burb.

c. Inthe Available Authentication Method fields, specify the method(s)
to enable for Extended Authentication.

d. Click the Save icon.
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Enabling the VPN servers

Once the server is enabled and listening, you need a rule that allows
external-to-external ISAKMP traffic. To create the new rule and then
add it to your active rule group, do the following from the Sidewinder
G, Admin Console:

Tip: Ifyou will be using the ISAKMP server on several managed firewalls, consider
making this rule at the Enterprise Policies level.

1.

Select Policy Configuration -> Rules. Leave the View Option on Proxy
Rules.

Click New and then select Proxy Rule.

In the new window, enter the following information on the General tab:

® 6 ¢ o o o

Entry Name = (site dependent)
Service Type = Server

Service = ISAKMP

Action = Allow

Audit Level = (site dependent)
Comments = (optional)

Click the Source/Dest tab and enter the following information:

¢ Source burb = external (or site dependent name of external burb)
*  Source = (all source addresses, *)
¢ Destination burb = external (or site dependent name of external
burb)
¢ Destination = (external IP of firewall)
Click OK.

Double click your active rule group.

The Modify Proxy Groups window opens.
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Configuring rules & proxy entries for interburb passage of VPN connection traffic

Figure 3-4. Proxy Rule:
Modify Proxy Groups

Configuring rules
& proxy entries for
interburb passage
of VPN connection
traffic
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Pos [Inspection] Nama Senice Action | SrcBurb | Source | Dest Burb | Destination Appl
[ =DHS
B =Hail
5 [@on  =intemeiZenices intemetSenvic, | B Alow nemal | Al extemal | Al F S
4 =Administration
5 [@on  |=tteinetin Freonet FAlow etemal | gl etemal | ghAl
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7. Select your newly created ISAKMP rule.

8. Clickthe down arrow to add the rule to the Assigned Rules and Groups.

Important: Make sure your rule appears above any deny_all rules.

9. (lick OK on the Modify Proxy Groups window, and then click the Save
icon.

10. Save your changes.

11. [Conditional] If using a managed firewall, apply the policy.

Depending on where you decide to terminate your VPN tunnel, you
must ensure that you have the appropriate rules set up to allow/deny
the appropriate proxy traffic. If using a virtual burb, you must ensure
the desired proxies are enabled and the necessary proxy settings are
configured in the active rule list. You may also need to add a static
route to your internal router for traffic to reach the virtual subnet.

Note: Ensure you have defined appropriate network objects/groups. (See the Sidewinder
G, Administration Guide’s “Creating Rule Elements” chapter for details.)
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Managing pre-
shared keys
(shared-
passwords)

¢ Consult your company security policy to determine which users/
user groups need access to which services and networks. Define
(or ensure you have) rules that allow this type of access to and
from any burbs you may have.

Note: For details about configuring and managing rules, see the Sidewinder G,
Administration Guide’s Rules and Rule Groups chapter.

¢ If DNS is needed, assign DNS to listen for the virtual burb. At the
command line, enter the following command:

cf dns add listen burb=burbname
where: burbname = the name you have assigned your virtual burb.

Verify that DNS is listening on the virtual burb by typing the fol-
lowing command:

cf dns query

¢ Enable the desired proxies (HTTP, FTP, Telnet, SMTP, WINS, etc) in
the appropriate burb(s). Select Services Configuration -> Proxies.

Note: For details about configuring and managing proxies, see the online help or
the Sidewinder G, Administration Guide’s Proxies chapter.

The pre—shared key authentication option, when combined with
strong extended authentication like SafeWord PremierAccess (one-
time passwords), is a simple yet extremely secure configuration. You
may create one generic client installation deployment for a group of
like users. For example, you may create one security policy on
SoftRemote, export it to an install image, and distribute that image to
each member of your Sales team. Only one Security Association (SA)
entry would be needed to govern the group’s VPN connections.

When using pre—shared keys (passwords), you must define an identity
"template" in the firewall that matches all possible client identities (or
per group of entities) used by the remote entities in your VPN. To
define remote identities on the firewall, you need to configure one tab
from the Certificate Management section. See the procedure in
“Managing remote identities on Sidewinder G,” on page 3-16. Note
that when working with pre-shared keys, the identity type should be a
domain name or IP address and not a Distinguished Name. You only
need to create and manage one password for all the remote entities
for a given SA. The password and saved remote identity template are
entered when setting up the related SA entry, as described in
“Configuring the Security Association on the firewall” on page 3-18.

Important: Be sure to specify Extended Authentication, as shown in Figure 3-10
"Password Options" on page 3-21.
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Managing
Sidewinder G,
self-signed
certificates

I 3

Figure 3-5.

Sidewinder Certificate
Management: Create
New Firewall Certificate
window

In a self-signed certificate configuration, Sidewinder G, creates and
signs both the firewall certificate and the client certificate. Each
certificate is signed with the private key associated with its own
certificate identity. The firewall certificate then serves as the trust
point for its own verification and the client (or remote) certificate
serves as the trust point for its own verification. (Hence, "self-signed"
authentication instead of authenticating against an external "certificate
authority.") A copy of each certificate must reside on the firewall.

If you are using the firewall to generate certificates, use the following
procedures to create and export self-signed certificates that identify
the firewall and each remote client.

Tip: Typically, a VPN configuration using Sidewinder G; self-signed certificates is suitable
if the number of clients is small.

Note: A Sidewinder G, self-signed certificate remains valid for five years beginning from
the date it is created (default value).

Creating & exporting a firewall self-signed certificate

Use the following procedure to create and export the firewall’s self-
signed certificate.

From the Sidewinder G, Admin Console:

1. Select Services Configuration -> Certificate Management.

2. Select the Firewall Certificates tab. Click New.

orte dses | S50 Coas |

DN Disinguished Name:
Otecnpubs G-5CE =

et Adiress: |

Certificate Name:

Distinguished Name: =
|
EMail Address: |
Domain Name: [
1P Address: Signature Type:
GRSA € DSA
Submit to CA: Self Signed E
Other :
{ None ‘
Add Close Help
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Specify the following Firewall Certificate settings.

Field

Setting

Certificate Name

Specify a name for the firewall certificate.

Note: Useonly alphanumeric characters plus the dash, dot,
and underscore (-._). Do not begin the name with a dash (-).

Distinguished
Name

Specify a set of data that identifies the firewall. Use the
following format:

cn=,0u=,0=|=st=,c=
where:
cn = common name

ou = organizational unit

| = locality

.

.

# 0 = organization
.

* st=state

.

Cc =country

Important:The syntax for this field is very

important. The order of the specified

distinguished name fields must match the
desired order to be listed in the certificate. The above
entries should be separated by commas, and contain no
spaces or special characters.

E-Mail Address,
Domain Name,

Optional fields used for identity information (in addition
to DN).

IP Address
Submit to CA Select Self Signed.
Signature Type Select RSA.

Click Add to add the certificate to the Certificates list.
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Exporting the firewall
certificate

Figure 3-6. Sidewinder
Certificate Management:
Export Firewall
Certificate window

5. Click Export. A window similar to the following appears.

Destination: @ File  C Screen

Export Firewall Certificate To File:

Adfirewallcen der Browse Format: [%509 =

I™ Export Private Key { Optional )

Export Firewall Private Key To File:

| Browse | Format: [PRCSS 5

ok | cancel | Hew |

6. Browse to, or enter, the location to save the firewall certificate
(containing the public key) to a file. Select the .der (same as X.509)
extension (for example, "firewallcert.der").

Caution: Do not export the private key.

7. Click OK when done.

Creating & exporting remote certificate(s)

Client certificate and private key files are created on the firewall. The
files are combined into a PKCS12-formatted object, which is then
exported to the deployment media and imported into SoftRemote on
the client machine. A copy of the certificate without the private key
(*.der) also needs to be exported and then imported into SoftRemote
to act as a trust point. Another copy of the certificate will remain on
the firewall to act as its trust point and verify the client certificate
during the establishment of a VPN connection.

Use the following procedure on the firewall to create the following for
each of your SoftRemote clients:

* a self-signed certificate file (with its embedded public key)
* a private key file.

From the Sidewinder G, Admin Console:

1. Select Services Configuration -> Certificate Management.

2. Select the Remote Certificates tab. Click New. The following window
appears.
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Figure 3-7.

oetcates | Cotcte uhotes | Rmo denies | S5L Cofstes

Sidewinder Certificate
Certificates: DN - Distinguished Name:
Management: Create E
New Remote (Client) L
certificate window p—
Domain Name: |
1P Address: |
Signature Type:  (N/A)
Status: (NA)

Certificate Name:

Distinguished Name: =
|
EMail Address: |
Domain Name: [
1P Address: Signature Type:
GRSA € DSA
Submit to CA: Self Signed E
Other :
< [ { None ‘
Import Export Quen Add Close Help

3. Specify the following Remote Certificate settings.

Field Setting

Certificate Name | Specify a name for the remote certificate.

Note: Use only alphanumeric characters plus the dash,
dot, and underscore (-._). Do not begin the name with a

dash (-).
Distinguished Specify a set of data that identifies the client. Use the
Name following format:

cn=,0uU=,0=,l=st=,c=
where:

¢ cn =common name

# ou = organizational unit
¢ 0 = organization

* | =locality

¢ st =state

¢ Cc=country

Important:The syntax for this field is very

important. The order of the specified

distinguished name fields must match the
desired order to be listed in the certificate. The above
entries should be separated by commas, and contain no
spaces or special characters.

More...
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Exporting the remote
certificate

Figure 3-8. Sidewinder
Certificate Management:
Export Remote
Certificate window

10.
11.

12,

13.

Field Setting

E-Mail Address, Optional fields for adding identification information (in
Domain Name, addition to DN).

IP Address

Submit to CA Select Self Signed.

Signature Type Select RSA.

Click Add to add the certificate to the Certificates list.

To export a copy of the remote certificate, click Export. A window similar
to the following appears.

Export Remote Certificate: x|

Destination: @ File  C Screen

Export Remote Centificate To File:

Browse Format: [%509 =

Adrermotecen der

I™ Export Private Key { Optional )

Export Remote Private Key To File:

| Browse | Format: [PRCSS 5

ok | cancel | Hew |

Browse to, or enter, the location to save the remote certificate (without
a private key) to a file. Select the .der or X.509 extension (for example,
"remotecert.der").

Caution: Do not export the private key.
Click OK when done.

To export the PCKS-12 formatted object, click Export again. The
window from Figure 3-8 appears.

Check Export Private Key.
In the Format field, select PKCS12.

Browse to, or enter, the location to save the remote certificate/key
object to a file. Select the .p72 or PKCS12 extension (for example,
"remotecertpl2").

Enter and confirm the password you will use for this object.

Click OK.
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Managing CA-
based certificates

Figure 3-9.
Create New Certificate
Authority window

If you are using a CA to authorize certificates, use the following
procedures to define the CA on the firewall, request the firewall and
user certificates (if users will not be retrieving them), and define the
remote identities of each client within the firewall (needed later when
setting up your VPN connections). This procedure assumes you have
already identified your desired Certificate Authority and made the
necessary preparations.

Requesting and retrieving a CA-issued root certificate

To request a CA certificate for the firewall, do the following from the
Admin Console.

1. Select Services Configuration -> Certificate Management and click the
Certificates Authorities tab. Click New.

HoneteCattodes | FiowstCoiaor

e N - Di
I [EN=Cattificate Manager, 0=g.com,C=US B

Type: SCEP

A Address:, [0 0820

Y

New Certificate Authority x|

CA Name: ||

Type: |scer -l

Gat CA Cart Export

Add Close | Help |

2. Inthe New Certificate Authority window, specify the name, type, and
location of the CA.

Note: Names must be unique and may be up to 255 characters. Use only
alphanumeric characters plus the dash, dot, and underscore (-._). Do not begin the
name with a dash (-). For SCEP, URLs must begin with "http://" to be accepted. Older
versions of Netscape (e.g. Netscape 1.1) must end in /cms/’.

3. C(lick Add.

4., C(lick Get CA Cert to request the CA certificate and import it into the
firewall.
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5. Click Get CRLto manually retrieve a new Certificate Revocation List (CRL)
from the CA.

Note: SoftRemote requires a copy of the CA root certificate. You may export it from
the firewall with a .der or .pem extension, or simply retrieve another copy online
using the SoftRemote client.

Requesting and retrieving a CA-issued firewall certificate
To request a firewall certificate from a CA, do the following.

1. Select Services Configuration -> Certificate Management and click the
Firewall Certificates tab. Click New.

Figure 3-10.

Resl - Aot | Remols Identes | S5L Catfcaes

Create New Firewall
oo . Certificates: DN - Distinguished Name:
Certificates window i [ |
group_b.
L
E-Mail Address: |
Domain Name: |
1P Address: |
Signature Type: RSA
Status: SELF
Cerdficate Name: |
Distinguished Name:
EMail Address: |
Domain Name: [
1P Address: — Signature Type:
Submit to CA: [MyCenauthorty <] SIRsATICIosA
Other

{ SCEP Password:

Close Hel

Impart Export Gliery,

2. Specify the firewall certificate information.

Field Setting

Certificate Name | Specify a name for the firewall certificate.

Note: Use only alphanumeric characters plus the dash,
dot, and underscore (-._). Do not begin the name with a
dash (-).

More...
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Field Setting
Distinguished Specify a set of data that identifies the firewall. Use the
Name following format:

cN=,0uU=,0==st=c=
where:

¢ cn =common name

# ou = organizational unit
¢ 0 = organization

* | =locality

* st =state

¢ c=country

Important: The syntax for this field is very

important. The order of the specified

distinguished name fields must match the
desired order to be listed in the certificate. The above
entries should be separated by commas, and contain no
spaces or special characters.

E-Mail Address, Optional fields used for identity information (in addition
Domain Name, to DN).

IP Address

Submit to CA Select the CA appropriate for your configuration.

Signature Type Select RSA.

SCEP Password Specify a password for managing the certificate (e.g., to
revoke, etc.).

Click Add to send the enrollment request.

Important: After you send the enrollment request, the CA administrator must issue
the certificate before you can continue.

On the Firewall Certificates tab, click Query to inquire about the status of
your certificate request. If the enrollment request is accepted by the CA,
the resulting certificate will be retrieved. (The firewall automatically
queries the CA every 15 minutes to see if the request has been
accepted. If the request has been accepted, the firewall will retrieve the
resulting certificate.)

Record the firewall certificate’s distinguished name information
specified in step 2. This information must be entered into the security
policy for each SoftRemote client.
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Managing remote

identities on
Sidewinder G,

7'\

In order to create a security association, you must define an identity
"template" in the firewall that matches each possible group of remote
identities that will be establishing a VPN under that security
association. For example, "Sales" might be one group defined by a
remote identity and given its own security association. If the group is
using certificates, use Table 3-1 as a guideline for creating a
distinguished name.

Caution: Ifthe group is using pre-shared keys, you should only enter a domain name or
IP address and not a Distinguished Name.

Determining identifying information for remote
identities (CA certificates only)

When your VPN uses a CA, the firewall needs information on which
personal certificates are valid for that Certificate Authority. Use the
Remote Identities tab to create a Distinguished Name template, using
wildcards, that can identify a CA’s remote clients. This information
will be needed in either of the following scenarios:

¢ If you plan to direct remote users to request a remote certificate
from the CA,

or

* If you plan to request remote certificates from the CA on behalf of
the end-user.

Use Table 3-1 as a template for defining this information.

Tip: An asterisk can be used as a wildcard when defining the fields on this window. For
example; ¥, O=acme, C=us represents all users at ACME.
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Table 3-1. Client Distinguished Name (DN) information

Distinguished Name fields Record your information here

cn (common name)

ou (organizational unit)

Note: SoftRemote lists this field
as "Department.”

o (organization)

Note: SoftRemote lists this field
as "Company."

| (locality)

Note: SoftRemote lists this field
as "City."

st (state)

¢ (country)

Entering identifying information for remote identities
(all)

To define remote identities on the firewall, do the following.

1. Select Services Configuration -> Certificate Management and click the
Remote Identities tab. Click New.

Figure 3-11.
Remote Identities
defined on the firewall

x|
Identity Name:
Distinguished Name: =

EMail Address: |

Domain Name: |

IP Address:

R

Add Close Help
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2. Inthe Identity Name field, specify a name for the remote identities.

Note: Use only alphanumeric characters plus the dash, dot, and underscore (-._). Do
not begin the name with a dash (-).

3. Select the identity type that best suits your authentication method:

¢ |Ifusing a pre-shared password/key, enter the appropriate
information in either the E-mail Address, Domain Name, or IP
Address field.

¢ If using certificates, specify a set of data that identifies the remote
users in the Distinguished Name field.

\|||» Tip: Represent all users from a specific location one of two ways: One, the domain
acme.com represents all users at ACME. Two, use an asterisk as a wildcard. For
example: ¥, O=acme, C=us.

4. Click Add.
Configuring the Create a VPN security association for a tunnel VPN using your chosen
Security method authentication. Do the following from the Sidewinder G,
.. Admin Console:
Association on the
firewall 1. Select VPN Configuration -> Security Associations. Click New.
Figure 3-12.
Sidewinder Security o e B oo Ramats Ty o
Associations window
(defined VPNs)

Security Associations: ¥PN Properties x|
@D thentication | Crypto | Advanced
Name: IEIWUPJ Enabled: & Yes £ Mo
Encapsulation: & Tunnel " Transport Burb: |intemal 4
Mode: " Fixed IP Remote IP':
 DynamiclB Clieg
@ Dynamic IP Restricted Client lien fadi e ==t ) ETEI
Local Network / IP: Dynamic Virtual Address Range
[y, Wodify |- Delete [y, Wodify |- Delete
Comments: I
Add Close Help
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2. Select the General tab and specify the following primary VPN settings.

Field

Setting

Name

Enter a name for this VPN security association.

Note: Use only alphanumeric characters plus the dash,
dot, and underscore (-._). Do not begin the name with a
dash (-).

Encapsulation

Select Tunnel. This is the more popular form of VPN
encapsulation. Both the data and the source and
destination IP addresses are encrypted within the
encapsulated payload.

Enabled Select Yes.

Burb Click the drop-down list to assign this VPN to a burb.
The firewall terminates each VPN in a burb, allowing
you to apply access rules to the VPN if desired.

Mode Select either Dynamic IP Client or Dynamic IP

Restricted Client (the remote end is a device whose IP
address is not fixed). Example: a salesperson that gains
Internet access through an ISP using DHCP address
assignment.

Note: Ifselecting Dynamic IP Restricted Client, you
will select either Client Address Pool (the firewall assigns
the client a virtual IP address) or Dynamic Virtual Address
Range. (The firewall restricts client-configured virtual IP
addresses).

Local Network/IP

Specify the network names or IP addresses to use as
the destination for the client(s) in the VPN. Click the
New button to specify the IP Address / Hostname
and Number of bits in Netmask. The netmask
specified identifies the network portion of the IP
address. For example, if you specify a netmask of 24
with an IP address of 10.10.10.0, all IP addresses that
begin with 10.10.10 are accepted.

Note: Ifyou are using Client Address Pools, the local
network (destination for clients) is designated when
configuring the client address pool.

Note: Ifyour clientis configured for “All Connection’ then
enter 1.0.0.0/0 as your Local Network/IP.

More...
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Field Setting

If you selected Dynamic IP Restricted Client in the Mode field, you will
need to define one of the following mutually exclusive options.

Client Address Determine if you want remote clients to be assigned
Pool an IP addresses contained within one of the available
client address pools. If so, use the drop-down list to
select the client address pool you want to use. With
this option, the firewall selects an IP address from the
available pool and assigns it to the client for use during
the VPN connection.

Note: For information on creating Client Address Pools,
see “Understanding Sidewinder G, client address pools” on
page 2-10 of this guide and the Sidewinder G,
Administration Guide’s VPN chapter.

Dynamic Virtual Define the range of addresses a client can use when
Address Range initiating a VPN connection. The addresses specified
here do not represent a real network but are virtual
addresses. With this option, the virtual IP address is
configured at the client machine, and the firewall
ensures that the addresses are within the approved
address range.

3. Select the Authentication tab. Choose the authentication method
appropriate for your configuration.

Figure 3-13.

securit ASSOCiatiOnS Security Associations: ¥PN Properties 5‘
" ereperties o oty e .
4
. . ", "
AUthent’catlon tab Authentication Method: j The Vle.VV Changes
Fassward depending upon the

Certificate + Certificate Authority . .
Single Centficate Authentication

e Method you select
from the drop-down
list.

Add Cloge Help
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¢ |Ifyou selected Password (Figure 3-14), specify the following
password options.

Figure 3-14. "Password"
options |

General  Authentication |Eryptu| Advanced |

Authentication Method:w

General | |denties |

Enter Password: I

Verify Password: I

(_Require Extended Authentication

Add Close Help

Table 3-2. Password options

Field Setting

General | Enter Password/ | Enter and re-enter the password to be
Renter password | configured in the client security policy.

Require Enable this check box if using
Extended Extended Authentication.
Authentication

Note: Extended Authentication
should always be used when shared-
password authentication is used.

Identities | Firewall Identity | Specify the identity to use when
identifying the firewall to the remote
client using a Fully Qualified Domain
Name or an IP Address. E-mail is not
recommended.

Remote Identity | Specify the Remote Identities to
recognize in VPN connections.
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¢ Ifyou selected Single Certificate (Figure 3-15), specify the following
self-signed certificate options.

Note: Ifyou select this option, you need to make a unique Security
Association for each remote client.

Figure 3-15.
"Single Certificate" Sroutty Aevoriafions WEh Proert =

. General Authentication | Crypto | Advanced
options | o] |
Authentication Method:(Single Certificate

Firewall Certificate:

5 Firewall Certs...
Remote Certificate: Igrnup_a_remme j Remote Certs...

Firewall Identity Type: [Distinguished Name |

Value: ICN=aﬂama—fw—a.l corm, 0=Secure Computing C=US

" Require Extended Authenticatior

Add Close Help

Table 3-3. Single Certificate (self-signed) options

Field Setting

Firewall Certificate Select the certificate used to authenticate the firewall
to the remote client during the key exchange.

Remote Certificate Select the certificate used on the remote end of the
VPN from the list provided.

Firewall Identity Type | Select the identity type to use when identifying the
firewall to the remote client.

Note: Distinguished Name is the default identity type.
Other types will only be available if configured as part of
the firewall certificate.

Value Contains the actual value used as the firewall identity.
This field cannot be edited.

Require Extended Enable this check box if using Extended
Authentication Authentication.
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Figure 3-16. "Certificate
& Certificate Authority"
options

¢ |Ifyou selected Certificate & Certificate Authority (Figure 3-16),
specify the following CA certificate options.

Note: Ifyou select this option, you can create a single Security Association for

multiple clients.

Security Associations: YPN Properties X|

General  Authentication |Eryptu| Advanced |

Authentication Method: (Cerificate + Certificate Authority ~

Firewall Credentils | Remote Credentials |

Firewall Certificate:

Firewall Certs...

Firewall ldentity Type: |D|stmgu|5hed Marme j

Value: I

™ Require Extended Authenticatior

add | Closa Halp

Table 3-4. Certificate + Certificate Authority options

Field Setting
Firewall Firewall Select the certificate used to authenticate
Credentials | Certificate the firewall to the remote client during the
tab key exchange.
Firewall Identity Select the identity type to use when
Type identifying the firewall to the remote client.
Value Contains the actual value used as the firewall
identity. This field cannot be edited.
Require Extended | Enable this check box if using Extended
Authentication Authentication.
Remote Certificate Move the certificate authority(ies) to trust for
Credentials | Authorities this VPN connection to the Trusted column.
tab Note: Only remote certificates signed by listed
CAs will be allowed to connect.
Certificate Move the certificate identity(ies) to recognize
Identities in VPN connections to the Trusted column.
Note: For more information on creating
wildcard identities, see “Determining identifying
information for remote identities (CA certificates
only)”on page 3-16
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¢ [Conditional] If using aggressive mode, as is typical with
connections configured for pre-shared passwords and extended
authentication, specify the necessary settings. The encryption
algorithms and rekey time limits need to match those configured in

SoftRemote.

¢ [Conditional] If the policy calls for using PFS (Perfect Forward
Secrecy), click the Advanced tab and check PFS and Key Only. The
Oakley group must be configured the same on both the client and

the firewall.

\|||» Tip: For Main Mode IKE configurations that do not use PFS, you do not need to
configure settings in the Crypto tab or Advanced tab windows. For details about
those settings, refer to the Sidewinder G, Administration Guide’s VPN chapter.

Figure 3-17. “Crypto”

. X
and “Advanced” options
- Phase 1 (ISAKHP ) Rekey
. Hard Limits: | 3600 (sec)  P1Ciypto:  P1Hash: P1 Oakley:
~IPSEC Hashing Algorithms [0 (kb FMES FSHA1 F Gowps
Available Accept :' ¥ DES ¥ MD5 ¥ Group 2
none hmac-shal-95 Soft Percentage: [5 =] ¥ Group 1
hmac-md5.%6
™ Force XAuth on Rekey
i 2] - Phase 2 (IPSEC ) Rekey
Yo A Hard Lifetimes: |700 (sec) Soft Percentage: |85 éi
0 (Kb, =
I™ Negotiate as Single Host S LA EE
I~ Forced Rokey © Wentity © Key Only
Add Close Help Add J Close. Help
Check these if
using PFS
Save your settings! 4. C(lick Add to save the settings.
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CHAPTER 4

Setting Up SoftRemote

About this chapter

This chapter includes SoftRemote installation notes. It describes the
basic SoftRemote procedures for managing certificates and passwords,
creating a customized SoftRemote security policy for your remote
clients, and configuring your ZoneAlarm personal firewall options.

Important: Asnetwork administrator, you need to install your own copy of SoftRemote
and become familiar with the software before you deploy setup instructions and the
SoftRemote software to each end user.

This chapter addresses the following topics:

¢ “Managing SoftRemote deployment” on page 4-2

* “SoftRemote installation and deployment notes” on page 4-5
* “Starting SoftRemote” on page 4-9

¢ “About the Certificate Manager” on page 4-16

* “Managing certificates in SoftRemote” on page 4-20

* “Configuring a security policy in SoftRemote” on page 4-25
¢ “Policy update distribution” on page 4-35

¢ “VPN management command” on page 4-36
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Managing
SoftRemote
deployment

Setting Up SoftRemote

The best practice is to deploy the SoftRemote installation program
with a customized security policy, including the necessary passwords
and/or digital certificates and ZoneAlarm usage requirements. Custom
installations are designed to make it easy to manage corporate
security policies for tens, hundreds, or thousands of end users. During
configuration you can set the interval and location to automatically
pull subsequent policy updates as described in “Configuring a security
policy in SoftRemote” on page 4-25.

Selecting a deployment strategy that compliments your authentication
method and your end user population takes planning. Table 4-1 on
page 4-3 is designed to help you analyze your options. As the
administrator, you have the best understanding of your own
environment, security policy, and resources. Brainstorm and problem-
solve different deployment strategies ahead of time to determine
which method best suits your needs. Keep in mind that scenarios
discussed here are guidelines, not strict step-by-step instructions.

Along with the necessary software and configuration files, your
deployment should provide specific SoftRemote installation and setup
instructions for each end user. This facilitates management of
corporate security policies for your end users and simplifies the
deployment experience. Use the checklist provided in Table 4-2 on
page 4-5 to help organize the tasks your users will need to perform.

Note: When a filename is specified, such as IPSecPolicy.spd or CaCert.cser, you must use
that filename for the file to auto-install. If the filename is represented by an *, you may
choose your filename. You have more flexibility with naming conventions if you chose to
have the files manually imported into a SoftRemote client.

The security policies are exportable as fully locked, partially locked,
or unlocked. Fully locked security policies will not allow the user to
alter them, partially locked security policies allow the user to alter the
My Identity portion of the policy only, and unlocked security policies
are fully editable. In addition, you can password protect the security
policies to enable encrypted policy postings and intransit privacy
protection. The lock and password options are available when the
security policy is initially exported from SoftRemote before being
deployed to users.

Table 4-1 contains typical deployment scenarios, each with the
overview configuration tasks, recommended deployment, and
installation notes.
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Table 4-1. Deployment Scenarios

Note: Your SoftRemote CD contains one directory that includes both the VPN client and Zone Alarm (SoftRemote), and
another directory that includes only the VPN client (SoftRemote LT). You may choose to deploy only the desired product, or
deploy both and then let each user decide which to one to install.

Scenario

SoftRemote Configuration

Recommended
Deployment

Notes

Pre-shared key
and extended
authentication

Configure security policy
including pre-shared key under
My Identity on a SoftRemote
client. Save file as IpSecPolicy.spd
for auto-import, or *spd for
manual import.

¢ |nstallation image
— basic SoftRemote
install package
— IPSecPolicy.spd

* Provide end users
with installation
directions.

* Requires minimal user input
during installation.

# Suitable for large deployments.

¢ Minimizes maintenance time
and costs.

Self-signed
firewall
certificate and
remote/personal
certificate

1. Configure the security policy
and save as IPSecPolicy.spd.

2. Import firewall certificate
with *der from accessible
media.

3. Import the PKCS12 object
(remote/personal certificate
and key) with filename *p12
from accessible media.

4. Import the remote client
certificate with * der from
accessible media.

# Install image

— basic SoftRemote
install package

¢ Import from file:
— *der(fw)
— *pl2
— *der(client)
— *spd

* Provide end users
with installation
directions and input
information.

¢ Each client machine must have
its own personal certificate.

¢ Auto-import is not a
recommended option with this
scenario, as file management of
the individual certificates could
be cumbersome.

More...
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. . . Recommended
Scenario SoftRemote Configuration Notes
Deployment
CA certificate 1. Request and retrieve a CA * Install image * |fyou chose to auto-import the
and personal root certificate online using * basic SoftRemote CaCert.cser, a screen will appear
certificate either the firewall or a install paCkage after reboot (fOIIOV\”ng the

SoftRemote client. Save file as
CACert.cser for auto-import,

* scer or * der for manual
import.

2. Configure security policy and
save as IPSecPolicy.spd.

* CaCert.cser (if auto-
importing)

* |PSecPolicy.spd

¢ |f manually importing
CA root certificate,
import from file:

¢ *der

# Provide end users
with installation
directions and input
information to request
and retrieve their
personal certificates
online.

InstallShield Wizard) asking for
the online personal certificate
request information. Fill in the
data at this point. SoftRemote
will submit the certificate
request to the CA and proceed
with the install.

# Fach client machine must have
its own personal certificate.

Locked Policies
and

Automatic Policy
updates

1. Create and export new policy.

2. Policy includes interval to
check for policy updates.

3. Policyincludes URL to look for
updates.

4. Password protect policy
when exporting policy.

5. Lock policy when exporting
policy.

¢ |ocked policies used
when Administrator
wants to limit user
policy editing
capability.

* Automatic policy
update enables
convenient
mechanism to deploy
new policy to users.

# Policy protection
provides privacy to

policy update process.

* Policy locking and automatic
updates are two separate
features.

# Can be used with any of the
above deployment scenarios.
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SoftRemote Use the Table 4-2 to guide you in preparing detailed installation
installation and instructions for your end users.
deployment hotes Table 4-2. SoftRemote install, deployment, and uninstall task summary

Task

Notes

Determine how to
deploy
SoftRemote to end
users

See scenario chart Table 4-1 on page 4-3 to help you decide
which deployment option best suits your network
environment.

Based on your users’ environment, include SoftRemote set
up instructions for your end users from the following:

—  specify dial-up network instructions

—  specify installation instructions

—  specify basic connection information

— specify certificate import/request instructions
—  specify security policy import instructions

—  specify how and when to activate or deactivate
the SoftRemote security policy

—  specify guidelines for using ZoneAlarm

Important: If using Windows 9x and mode config

(with client address pools), DNS may not

automatically revert to dial-up provider values when
the VPN stops. You will need to instruct users on how to break
their ISP connection and reconnect to the ISP to reset the
values. See the Appendix for more details.

Prepare the client
system for
installation

Prior to installing SoftRemote on any system, uninstall/
remove any other VPN client programs that reside on the
system. Also uninstall or disable any other personal firewalls
that reside on the system. This includes uninstalling any
resident copies of SecureClient or SoftPK software, and
disabling the native XP Internet Connection Firewall.

Important: Failure to remove previous VPN client
programs could result in very serious system
problems.

Uninstall using the Control Panel's Add/Remove program
and reboot your computer before beginning the
SoftRemote installation or upgrade.

More...
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Task Notes
Install For Windows NT, 2000, or XP be sure to log in as
SoftRemote Administrator or equivalent.

Note: Ifyou are
upgrading from a
previous SoftRemote
client, see the
upgrade notes on
page 4-7.

Note: Do not have any other applications, including anti-virus
software, open during the installation process.

To install SoftRemote, click the Install button on the
autorun program from the SoftRemote CD. (If Autorun is
disabled, you can also run the setup.exe program in the top-
level SoftRemote directory of your choice—either the full
SoftRemote product or SoftRemotelT.)

Select Custom install and check all three options on the
Component Selection window.

If you saved certificate or security policy files (using the
filenames listed in Table 4-1) to the SoftRemote directory,
they will auto-import during installation.

See “Installing SoftRemote” on page 4-8 for details.
| Tip: When setting up remote installations, you may
Il L
elect to deploy the client install package to your end
users via other means (e.g., provide a zip distribution
or network-based installation).

If using
ZoneAlarm,
configure the
personal firewall’s
settings

To configure ZoneAlarm, users respond to prompts
triggered by traffic attempting to connect to the network.
Consult the online help files for more information.

To turn off ZoneAlarm, right click on the ZA icon in the
system tray and select Shutdown ZoneAlarm.

To require end users to use ZoneAlarm, go into
SoftRemote’s Security Policy Editor and select Options ->
Firewall Settings. Then check “VPN connections require
the firewall to be enabled.”

To stop ZoneAlarm from loading at start up, go to Configure
on the Control Center and uncheck “Load ZoneAlarm at
start up.”

Important: To remove ZoneAlarm, use the uninstall

utility included with the software. See “Activating/

Deactivating ZoneAlarm” on page 4-14 for more
details.

Manage
certificates in
SoftRemote

If using digital certificate authentication, set up certificates
using the Certificate Manager as described in “About the
Certificate Manager” on page 4-16.

Setting Up SoftRemote
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Task

Notes

Create security
policies in
SoftRemote

Before deploying SoftRemote, set up the appropriate
information for the connection type, secure gateway tunnel,
Phase 1 and Phase 2 settings, and the My Identity section as
described in “Configuring a security policy in SoftRemote”
on page 4-25.

Uninstall
SoftRemote

To remove SoftRemote, deactivate the client and then
reboot. (It is important to have a clean reboot after your last
use of SoftRemote’s Virtual Adapter.) Shutdown the
ZoneAlarm personal firewall.

After you have logged in again, use the Add/Remove utility
available in the Windows Control Panel. This process
uninstalls both the VPN client and the ZoneAlarm personal
firewall.

Important: When you remove this software and its

components, you have the option to keep your

security policy, digital certificates, and private keys.
This is recommended if you are uninstalling before an
upgrade. The policy and certificates will be automatically
pulled into the upgrade upon installation.

Uninstall
ZoneAlarm (only)

To remove ZoneAlarm, go to Start -> Programs -> Zone
Labs -> Uninstall ZoneAlarm. Follow the instructions in
the wizard. This process does not uninstall the VPN client.

Upgrade Before upgrading or reinstalling SoftRemote, uninstall any
SoftRemote previous versions as noted above. Then proceed with the
standard installation process.
M Tip: Save certificates and policy information when
prompted during the uninstall process.
Upgrading Before upgrading, uninstall any previous versions as noted
ZoneAlarm above. Then proceed with the standard installation process.
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Installing
SoftRemote
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SoftRemote’s initial installation is a simple process. The InstallShield
Wizard leads you through the installation options.

Tip: Ifyou plan to distribute security policy or certificate files with your SoftRemote
deployment, install the program on a Windows PC for use in creating those files for your
end users.

Do the following to start the application:

1.

If you are installing this product on Windows NT or Windows 2000, log
on as an administrator or its equivalent

Insert the product CD.

Note: If auto-run is turned on, the SoftRemote 10 Setup window will appear
automatically and you may skip to the next set of steps.

Click Run on the Start menu.

Click Browse and navigate first to the SoftRemote product CD, and then
to the top-level autorun.exefile.

Click Open.

Click OK on the dialogue box to initiate the auto-run sequence, which
brings up the SoftRemote 10.3 Setup window.

Once the SoftRemote 10.3 Setup window appears, do the following:

1.

Select your installation configuration:

¢ (lick Install SoftRemote VPN and personal firewall for the full
SoftRemote installation option.

¢ (lick Install SoftRemote VPN client only for the VPN client only
SoftRemotelT installation option.

Tip: Click SafeNet Notes and SCC Notes to read the Release Notes.

Click Install SoftRemote. After a moment, the InstallShield Wizard
Welcome screen appears.

Click Next.
Read and understand the license agreement. Click Yes to continue.

Select Custom, and then click Next.
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6. Ensure that all components are checked, and then click Next.
Note: The options will vary slightly depending on the Windows operating system

used.
SafeMet SoftRemote Setup [ ]

Select Components
Choose the components Setup wil instal

Select the components you want to instal, and clear the components you do not want to

install

Description

feMet IPSec Component Installs the SafeMet WPN
adapter, providing suppart far
L2TP and Virtual Adapter
functionality.

omponent Librarny

Space Required on T 792K
Space Available on T 1554080 K.

| FestaAllEHiE!d
< Back Mext > I Cancel

Note 1: The SafeNet VPN Adapter, which supports L2TF, requires the following
network components to achieve full functionality as described here: Windows 95:
Dial-Up Networking with the Microsoft Dial-Up Networking 1. 3 Upgrade; Windows
98 and ME: Dial-Up Networking; Windows NT: Remote Access Server (RAS).

Note 2: The Windows9x VPN Adapter option includes the VA Adapter, which you
should include in the installation.

7. Review the settings, and then click Next. The InstallShield Wizard copies
the necessary files.

8. Ensure that the Yes, | want to restart my computer now option is
selected, and then click Finish.

Sta rting SoftRemote starts automatically each time its host computer is started.

SoftRemote ;t runs.transpare.ntly at all times behind all other softwgre applicgtions,
including the Windows login. The SoftRemote VPN client icon in the
taskbar changes color and image to indicate the status of system
communications. The ZoneAlarm icon switches from the ZoneAlarm
icon to a lock to indicate whether or not Internet traffic is being
allowed onto the system.

Note: If you do not want ZoneAlarm to automatically load at start up, go to Configure on
the ZoneAlarm Control Center and uncheck "Load ZoneAlarm at start up."

Figure 4-1. SoftRemote

icons in the Windows | BRS|HAGA 12:32 PM
system tray
SoftRemote icons in taskbar
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Determining VPN client status from icon variations

The following table summarizes all SoftRemote VPN client icon
variations and their meaning.

Table 4-3. VPN client taskbar icons

Icon Description

Grey background/red line—Indicates Windows did not start the
SoftRemote service properly or that your security policy is disabled.

Yellow background—Indicates SoftRemote is installed correctly;
no connection is established.

Yellow and red background —Indicates a non-secure connection
established; transmitting non-secure communications.

Yellow key/dark green background—Indicates at least one
secure connection established; no transmission.

Yellow key/red background—Indicates at least one secure
connection established; transmitting non-secure communications
only.

Yellow key/light green background—Indicates at least one
secure connection established; transmitting secure
communications only.

Yellow key/red and light green background — Indicates at least
one secure connection established; transmitting secure and non-
secure communications.

2 B A A A& &

In summary, lightgreen means the computer is transmitting securely;
red means it is transmitting unsecure communications. Both red and
light green means that the computer is transmitting both secure and
unsecure data simultaneously, on different connections.
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Determining ZoneAlarm status from icon variations

The following table summarizes ZoneAlarm personal firewall icon
variations and their meaning.

Table 4-4. ZoneAlarm icons

Icon Description

ZoneAlarm — Indicates the ZoneAlarm

EA application is installed. To display the ZoneAlarm
control center window, right click and select

Restore ZoneAlarm Control Center.

Internet Activity Stopped — Indicates that
ﬁ Internet access is locked with High Security. A red
closed lock indicates that traffic is blocked.

Internet Activity — Indicates Internet activity as it
! happens. The original ZA icon image changes to
| this image when Internet traffic is being passed.

Setting Up SoftRemote
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Figure 4-2. SoftRemote
stem tray icon Connect/
Disconnect options

Setting Up SoftRemote

Disconnect/Connect SoftRemote VPN Client

The SoftRemote VPN ‘specified connections’ can be manually
connected or disconnected by a right-click on the SoftRemote icon in
the taskbar. The popup menu displays the Connect and Disconnect
VPN configurations as shown in Figure 4-2. A user can select the
Connect option from the SoftRemote icon in the taskbar to display the
configured VPN connections available for connection. From the
displayed list, you can select the desired configured connection to
initiate a VPN connection to the gateway. Conversely, a user can
select the Disconnect option from the SoftRemote icon in the taskbar
to display the active VPN connection. Then from this displayed list,
you can select the desire connection to disconnect from the gateway.

Security Policy Editar.. .
Certificate Manager..,

Deactivate Security Policy

Reload Security Paolicy

St e Right-click the
Log Yiewer..., _SoftRemote tray
Connection Monitar, .. icon to access
Disconnect. .. 3 menu

My ConnectionsiDavePi
My Connections\SecureVPN

Abopit SafeMet SoftRemate
ijﬁlﬂn 1:51 PM

Displays your configured VPN(s) ready to manually
Connect.

Note: The manual connection feature is only available for ‘specified connections’ The
manual connection feature is not available for ‘All Connection’ policies.
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Activating/Deactivating SoftRemote VPN client

The SoftRemote security policy can be activated and deactivated by a
right-click on the SoftRemote icon in the taskbar. This displays the
Activate/Deactivate Security Policy menu option as shown in Figure 4-
3. When deactivated, the option shows Activate Security Policy. When
activated, the option shows Deactivate Security Policy.

To deactivate the SoftRemote security policy, click Deactivate Security
Policy. This toggles the security policy to deactivate and the option
menu displays Activate Security Policy.

To activate the SoftRemote security policy, click Activate Security Policy.
This toggles the security policy to activate and the option menu
displays Deactivate Security Policy.

Figure 4-3. SoftRemote
system tray icon options Security Policy Editor...
Certificate Manager. ..

Deactivate Security Paolicy
A

Reload ety Policy
Remowe Ico

Log Viewer...

Connection Mpritar. . Right-click the SoftRemote trz
Disconneck, .. . icon to access menu

Conneck... L4

Add-ons
Help
about Safenst SC\FtRemnte El(&_}ﬂn 5:22 PM

+ Indicates SoftRemote security policy
is currently active!
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Figure 4-4. SoftRemote
Start menu options

Figure 4-5. ZoneAlarm
system tray icon options

Setting Up SoftRemote

SmartRemote Start menu options

Figure 4-4 shows the program options that are available when you
launch the SoftRemote user interface from the Start menu. This is a
subset of the options available by right-clicking the SafeNet icon.

B| Certificate Manager
B| Connection Maonitar
B| Log Yiewer

B| Security Policy Editor
B| SoftRemote Help

e SoftRemote options after selecting Start ->
Programs -> SoftRemote

Activating/Deactivating ZoneAlarm

The ZoneAlarm user interface (known as the Control Center) defines
how the personal firewall should handle alerts, locking policies,
security settings, programs that want to access the Internet, and
general configuration settings. ZoneAlarm is generally configured
through pop-up queries to the user as applications attempt to access
the network. Additionally, users may use the Control Center to
configure, view, and modify the settings and zones.

Important: ZoneAlarm’s security policy cannot be configured before installation. If you
want user to set up ZoneAlarm to match your security policy, provide your users with
instructions on how to set up ZoneAlarm.

As shown in Figure 4-5, you can right-click on the ZoneAlarm icon in
the system tray to see all program options. Use this icon whenever
you want to either modify or disable ZoneAlarm. ZoneAlarm is also
activated and deactivated from the system tray menu. To make
changes to your personal firewall policy, select Restore ZoneAlarm
Control Center. See the program’s online help for details on navigating
the interface.

Engage Internet Lock
Stop all Internet activity

Restore ZoneAlarm Control Center | .
Shutdown Zonedlarm B|EA@ 12:32PM

Right-click the ZoneAlarm
tray icon to access its menu or
turn it off
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Figure 4-6. ZoneAlarm
Start menu options

Figure 4-6 shows the program options that are available when you
launch the ZoneAlarm Control Center from the Start menu.

Readme
% Uninstall Zonealarm
@ ZoneAlarm Help

Programs -> Zone Labs
@ Zonealarm Tutarial 9
BA zoneslarm

Note: Use the utility provided with ZoneAlarm or the Control Panel’s Add/Remove feature
if you choose to uninstall the personal firewall program.

®—— ZoneAlarm options after selecting Start ->

Learning about the SoftRemote programs

This section provides a brief description of the SoftRemote main
program options, followed by important sub-options.

Tip: Browse the SoftRemote’s comprehensive online help system to become familiar with
client procedures and other detailed information.

* Security Policy Editor

The Security Policy Editor allows you to create, import, or export
connection policies that define an IP data communications security

policy.
¢ Certificate Manager

The Certificate Manager allows you to request, import, configure,
and export the digital certificates received from certificate authori-
ties (CAs) and trust points. To communicate securely using digital
certificates, users must have two digital certificates: a root (CA or
self-signed firewall) certificate and a personal certificate. This pro-
gram allows you to define a trust policy that indicates which certif-
icates to trust for IPSec sessions.

+ Log Viewer

The Log Viewer displays the communications log, a diagnostic tool
that lists the IKE negotiations that occur during the authentication
and key generation phases.

Setting Up SoftRemote
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About the
Certificate
Manager
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¢ Connection Monitor

The Connection Monitor displays statistical and diagnostic informa-
tion for each active secure connection in the security policy. This
utility displays the actual security policy settings configured in the
Security Policy Editor and the security association (SA) information
established during Phase 1 IKE negotiations and Phase 2 IPSec
negotiations.

¢ ZoneAlarm

ZoneAlarm is a personal firewall that provides another level of
control over Internet traffic that enters and exits the client system.
Installing and requiring the use of ZoneAlarm are both optional.

If you are using digital certificate authentication in your VPN, you
should provide your end users with the information and files needed
to set up the necessary certificates on their SoftRemote client. You
should also indicate what trust policy they will use, as this dictates
which certificates will be considered valid or invalid. This section
provides a basic overview of what you need to do and includes (or
provides cross-reference to) the appropriate procedures.

Important: The firewall self-signed or CA root certificate should always be present on
the SoftRemote client before configuring the client certificate.

Setting up a trust policy

Your trust policy determines which root CAs are trusted and therefore
accepted for IPSec sessions and which ones are untrusted, or rejected.
If a root CA is untrusted, certificates issued by this CA are considered
invalid for IPSec. Your trust policy applies to your personal certificates
as well as to remote parties’ certificates. Your trust policy may be
implemented using options on either the Trust Policy or Root CA
Certificates tab and by using the Configuration Parameters dialogue
box.

Note: When self-signed certificates that are Certificate Authorities are imported at the
VPN client, they are automatically considered trusted. Certificates that are imported
through other means need to be manually configured to be trusted.

Your trust policy is defined by selecting one of the following options:

¢ Root CAs specifically configured for IPSec communications
(default)
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Figure 4-7. SoftRemote
Certificate Manager:
Trust Policy tab

Figure 4-8. SoftRemote
Certificate Manager:
Root CA Certificates tab

A

¢ Root CAs that have issued a personal certificate to any of the
computer’s users

¢ All root CAs installed on your computer (the local machine)
You set your overall trust policy by selecting the appropriate radio

button on either the Trust Policy tab (Figure 4-7) or on the Root CA
Certificates tab (Figure 4-8).

§ Certificate Manager - SafeNet SoftRemote
My Cetiicates | Foot CA Certficates T | ca Cettifiates | R Cartfcates | GALs | Requests | About |
tCA
~Specitywhich oot cetiicate authoiiies (CAs) to st
st Specic ok A (canigu on (he Hool CA Catlicalss (b, These are
oot Cés thal h IP seeu
€ Toist CAs that have issued a local personal cetifcae.
€ Tuust ol oot Chs installed on tis compuler.
Close Help

My Ceitficales  Foot CA Ceriicates | Trust Policy | CA Cetficates | Ré Certiicates | CALs | Requests | About |

A CAis an oiganization that issues certficates. Flool CA cerificates are self-signed,
wih the seme lssuer and Subieet

A 8 G B0z 5]
Caution: The options shown on the two tabs are directly linked. SoftRemote sets the
trust policy according to the most recent change, regardless of where the change is made.
You may also set your trust policy on an individual root certificate
basis. To trust a specific certificate, do the following:
1. In the Certificate Manager, ensure that the “Show only trusted roots”
check box on the Root CA Certificates tab is not checked.

2. Click the tab that shows the certificate you want to configure:

¢ Root CA Certificate
¢ (A Certificates
3. Click the desired certificate to configure.

4. C(lick the Configure button. The Configuration Parameters dialog box
opens.
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Figure 4-9. SoftRemote

§] Certificate Manager - SafeNet SoftRemote
ops .
Certificate Manager: i Corfotes | ok C& Crfiaes | T Pofy. CA Ctfedes | A Corfote | CRLs | Focueds | About|
oge
AEA is an orgarization that ssuee cerficates. A subordnate CA cetficate s
Root CA Certificates tab ey ke
ok nysa
G1E CyberT et Root - 6TE Coporation
Mictosoit Windows Hardware Campatbilty
15 SGC Athorty yiew
Fioot Agency
S eoueile! CA S6C Root
T hanilz Premium Server C4 - Thawte Consuling co vely
Thaute Server C - Thante Consiting cc
LT - DATACOR SGC - The USERTRLST Netwark ‘ Contgus. |}
VerSign Clase 1 CA Indivicual Subscrber-Persona et alidated -VeriSign. Inc
erSign Clase 2 CA - Individ.al Subscriber -VerSian.Inc.
eriSign. Inc. + ViriSign Intemational Server CA - Class 3 + wiwwe verisign com/CPS Incorpby Ret, | _E2Patt T A T
— CADomsin e, wzcon: |
— Orine Cencate Server
(Server DN ame hostayz.cont [P acies ox URL)
Petieve CA Cerifeate. Impart Cetficate.. | l ¥ Trusthis ceriicae for IP secuity ‘
Close Help Concel

5. Specify that this certificate is trusted for IPSec communications by
ensuring that the Trust this certificate for IP security check box is
checked. The next time you view or verify this certificate, the ENH
KeyUsage field will include this value: IP security end system.

Note: Only root certificates may be configured as part of the trust policy. Other
associated certificates are trusted based on the status of their root certificate.

6. Click OK.

Setting up Sidewinder G, self-signed certificates

If you are using Sidewinder G, self-signed digital certificates, as the
administrator, do the following:

Hll» Tip: In a VPN connection, keep in mind that the definition of "remote" depends on
perspective. On the firewall, the end user’s certificate is referred to as a "remote" certificate.
On SoftRemote, it is referred to as a "personal” certificate. In this section, for clarity, it is
referred to as the remote/personal certificate.

1. Prepare instructions to guide your end users through the following
tasks:

a. Import the self-signed firewall certificate into the Root CA
Certificates tab. See “Importing CA root or firewall certificates in
SoftRemote” on page 4-20 for details.

b. Import the self-signed remote/personal certificate into the Root CA
Certificates tab. See “Importing CA root or firewall certificates in
SoftRemote” on page 4-20 for details.

c. Import the personal certificate -- the PCKS12 certificate and private
key (text) into the My Certificates tab. See "Requesting and
retrieving personal certificates in SoftRemote” on page 4-22 for
details.

2. Give these instructions to your end users.
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Setting up CA-based certificates

If you are using CA-based digital certificates, the certificates may be
requested either through Sidewinder G, or SoftRemote. If you want to
include the CA root certificate with the installation image, follow the
instructions for auto-import enrollment. If you want your users to
import their own certificates online, follow the instructions for online
enrollment.

For auto-import enrollment, do the following:

1.

4.

Import the CA root certificate, either created on the firewall or obtained
online using SoftRemote, into the SoftRemote Certificate Manager. See
“Importing CA root or firewall certificates in SoftRemote” on page 4-20
for details.

Note: You must import a copy of the CA root certificate into both the firewall and
SoftRemote to successfully complete the VPN installation.

Export the CA root certificate file, naming it CaCert.cser, to the
SoftRemote install image (in the same directory as the desired
setup.exe). The CA root certificate will now auto-import during the
SoftRemote installation on the client machine.

Prepare instructions for users to request and retrieve the personal
certificate online. A copy of this procedure is provided later in this
chapter. See "Requesting and retrieving personal certificates in
SoftRemote” on page 4-22.

Give these instructions to your users with their SoftRemote installation.

For online enrollment, do the following:

1.

Prepare instructions to guide your end users through the process of
retrieving the CA root certificate online. See “Importing CA root or
firewall certificates in SoftRemote” on page 4-20 for details.

Prepare instructions to guide your end users through the process of
requesting and retrieving the personal certificate. See “Requesting and
retrieving personal certificates in SoftRemote” on page 4-22 for details.

Give these instructions to your users with their SoftRemote installation.
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Managing certificates in SoftRemote

Managing The Certificate Manager module allows you to request, import,

certificates in configure, and export digital certificates, and to define your trust
policy. Review the previous section, “Setting up a trust policy” on

SoftRemote page 4-16, if you are unfamiliar with the trust policy options

presented in the Certificate Manager.

Importing CA root or firewall certificates in SoftRemote

Use the following procedures to import a CA root, firewall self-signed,
or client self-signed certificate into the SoftRemote system. These
procedures are done at the client system and assume SoftRemote is
already installed. The first set of instructions is for importing
certificates online. The second set is for importing certificates from

file.
Importing a CA root Use the following procedures to request and retrieve a certificate
certificate online online into the SoftRemote system. The client machine must have

network access to the Certificate Authority.

1. Select Start -> Programs -> SoftRemote -> Certificate Manager (or right
click the SafeNet icon and select Certificate Manager).

2. C(lick the Root CA Certificates tab.

3. C(lick Retrieve CA Certificate.... The Retrieve CA Certificate window

appears.
F’gure 4-10. SOftRemOte S Cenificate Manager - SafeNet SoftRemate [x]
Certificate Manager: g ConostedCont 4 Cehales Dt oty | C Cntsts | R Cattcats | CRLs | Reausss| ot |
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Retrieve CA Certificate Ry e
Ty g (s S (@) ey = (8 (rvn T mpeets @ alliesle
Jiew
ET
LCanfigure
B
|
CA Domaln (ie. tyz.com}
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(Server DNS name "host syz.com”. |P address or UAL)
Close Hel

4. Enter the CA Domain and Online Certificate Server information.

5. C(lick OK.
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6. [Optional] From the Root CA Certificates tab, click View to see the
information in the certificate.

Note: The certificate will now be listed on the Root CA Certificates tab.

Importing a CA root or Use the following procedure to import a CA root, firewall self-signed,

firewall self-signed or client self-signed certificate from an accessible location (portable

certificate from file storage device or network) into the SoftRemote system. You must
have created a file containing an exported certificate.

ﬁ Important: Ifyou are using self-signed certificates, you will need to import both the
firewall and the personal certificate files into the Root CA Certificates tab.

1. Select Start -> Programs -> SoftRemote -> Certificate Manager (or right
click the SafeNet icon and select Certificate Manager).

2. C(lick the Root CA Certificates tab.

3. Click Import Certificate.... The Import CA Certificate window appears.

Figure 4-11
g ° S Cettificate Manager - SafeNet SoftHemote
SoftRemote Certificate My Eemh | Trust Policy | CA Certficates | Re Crtfisates | CALs | Requests | About |
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Manager: CA Certificates
[ B aniy tisted raois.
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Certificate
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Close File name: Import |
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4. From the Files of type: field, select All Files (*.¥) and then navigate to
display the files.

5. Browse to the appropriate *.der (fw certificate) file and click Import. A
window appears prompting you to confirm you want to import the
selected certificate.

Note: SoftRemote supports other certificate files types, such as .der, .cser, .p7b, etc.
6. Click Yes.

7. [Optional] From the CA Root Certificates tab, click View to see the
information in the certificate.
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AN

Requesting and retrieving a
personal certificate online

Figure 4-12. SoftRemote
Certificate Manager: My
Certificates tab, Online
Certificate Request
dialog box
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Requesting and retrieving personal certificates in
SoftRemote

Use the following procedures to obtain personal certificates using the
SoftRemote system. These procedures are done at the client system
and assumes SoftRemote is already installed. They also assume that
you have already retrieved the corresponding certificates for the
firewall. The first set of instructions is for requesting and retrieving a

certificate online. The second set is for importing a certificate from
file.

Important: Self-signed personal certificates must be imported in both the My
Certificates and the Root CA Certificates tabs.

Note: This procedure can be performed on behalf of the users by the administrator or
performed by the end users at their machines. The exported certificate file may be used to
import into a client machine (if created elsewhere) or saved as a backup.

Use the following procedures to request and retrieve certificates
online. The client machine must have network access to the
Certificate Authority.

1. Select Start -> Programs -> SoftRemote -> Certificate Manager (or right
click the SafeNet icon and select Certificate Manager).

2. (Click the My Certificates tab.

3. (Click Request Certificate.... The Online Certificate Request dialog box
appears.

4. [Optional] Select the Generate Exportable Key check box.

S] Online Certificate Request - SafeNet SoftRemote

Generate a pair and request a

~ Subj Key Generation Dptions:
I Enter Subject Name in LDAP farmat
I Generate axportable key
M ame:

Department:
Company & Onine
State: County £ Flebased

- Subject Altemate Name

Domain M ame:
|P Address: “Riequied Fislds

q
L I — oK
Phrase

Corfim [ Cancel

Chalenge:

sumges sc 5]

Caution: You will only be able to export the private key associated with the
personal certificate you are currently requesting if you check this option now. For
security reasons, no one can change it later. Reasons you might want the exported
key include using it with the installation, having users import the certificate and key,
and having the key available for backup or recovery purposes.
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Exporting a backup
personal certificate

I 3

10.

11.
12,

13.

14.
15.
16.

17.
18.

If you did not obtain the root CA certificate through SoftRemote, click
Advanced to set the certificate service provider address.

Under Enrollment method, click Online.

Under Subject Name, enter all relevant personal information, pressing
the Tab key to move through the dialog box.

Note: If you press Enter, the request will generate before you are finished.
Under Online Request Information, enter or select these options:

a. Inthe Challenge Phrase box, enter any combination of numbers or
letters you choose. For security reasons, only asterisks appear here.

b. In the Confirm Challenge box, enter the same phrase from the last
step.

¢. From the Issuing CA list, select a CA certificate.

Note: Keep the challenge phrase that you entered on the enrollment form
somewhere secure. This challenge phrase may be needed in the future to either
restore or revoke the certificate.

Click OK. Certificate Manager now generates a public/private key pair,
and then displays the Online Certificate Request dialog box to indicate
that it is waiting for a response from the CA. When the CA accepts your
request, the Certificate Manager dialog box appears. Click OK again.

[Optional] To view your request, click the Requests tab. Select the
request and click View. Click inside the certificate window to close it.

Get your CA administrator to approve your request.

Once your request is approved, select it under the Requests tab and
click Retrieve.

Click Yes when the Certificate Manager dialog box asks if you want to
add this personal certificate. The request disappears, but the personal
certificate now appears under the My Certificates tab.

Tip: You should select the new certificate and click Verify to verify it.
In the My Certificates tab, select a personal certificate.
Click Export. The Export Certificate and Private Key dialog box appears.

In the Filename box, enter the drive, directory, and filename for the
personal certificate file. The default setting is C:\Temp\Cert.p12.

Note: The personal certificate file can be imported by the user or included for auto-
import in the install image as "lpSecCerts.p12".

In the Password box, type any password you choose.

In the Confirm Password box, retype the password.
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Importing a personal Use the following procedure to import a personal certificate from an

certificate from file accessible location (portable storage device or network) into the
SoftRemote system. If the certificate is a self-signed certificate, you
also need to import a copy into the Root CA Certificates tab.

1. Select Start -> Programs -> SoftRemote -> Certificate Manager (or right
click the SafeNet icon and select Certificate Manager).

2. (Click the My Certificates tab.

3. Click Import Certificate....

F’gure 4' 1 3- S Certificate Manager - SafeNet SoftRemote
oge
My Cert’f’cates tab: Contficates | Trust Policy | CA Certficates | RA. Certficates| CRLs | Requests | About |
Import Certificate (and oo orbs o s g o o g i
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Import Personal Certificate
L —
& PKCS#12 Personal Cetficate
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£ Cettificate Request Fesponse File

¥ Import cettifisats te local machine stere.

Request Certficate. Import Certificate.
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4. Inthe Import Type section, select PKCS#12 Personal Certificate.

5. Browse to the appropriate *p12 file and click Open. Figure 4-13 appears.
Note: The file type must be a PKCS12 object. PKCS8 and PKCS1 objects cannot be
used.

6. Specify the password used when creating the .p12 file (step 17 on page
4-23). You will not be allowed to import the certificate without the
proper password

Note: You must provide this password to the end user so they can later import this
certificate file.

7. Click Import. A prompt appears to confirm you want to import the
selected personal certificate.

8. Click Yes.

9. [Optional] From the My Certificates tab, click View to see the information
in the certificate.

10. If using self-signed certificates, click the Root CA Certificates tab.
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Configuring a
security policy in
SoftRemote

11.
12.

13.

14.

Click Import Certificate.... The Import CA Certificate window appears.

From the Files of type: field, select All Files (*.¥) and then navigate to
display the files.

Browse to the appropriate *.der (client certificate) file and click Import. A
window appears prompting you to confirm you want to import the
selected certificate.

Click Yes.

As an administrator, you can configure end user security policies on
your SoftRemote system, save them, and deploy them to your users.
You have the options of locking security policy files so users cannot
alter the policy and password encrypting them to protect privacy
during policy posting and transit.

Determining connection options

When you configure a user policy on SoftRemote, you can specify to
send all traffic over one VPN connection, or specify to send traffic
over separate connections (some or all of which can be secured) for
different traffic destinations. Multiple individual VPN tunnels are
possible, as are a mix of VPN tunnels and unprotected connections.
The individual connections are processed on a top-down basis. Traffic
is handled by the first connection configuration that it matches.

Select Options -> Secure from the Security Policy Editor’s main menu to
choose between the options listed here.

*

Specified Connections — This option allows you to configure
multiple simultaneous connections. This option includes a default
connection configuration, called "Other Connections," that controls
traffic not covered by prior connection rules.
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* All Connections — This allows you to configure one, and only one,
connection that secures all IP communications through a
connection to a specific gateway.

Note: Ensure that the firewall’s Security Association information is also configured

for securing all connections. See the information for configuring the Local Network/
IP field on page 3-19.

Setting up a Specified Connection policy

The first part of this section describes the setup of a multiple
connection policy under the Specified Connections scenario. The
connection settings you configure must coincide with configured
settings/capabilities on the Sidewinder G, VPN Gateway.

Configuring a specified 1. Select Start -> Programs -> SoftRemote -> Security Policy Editor (or right
connection click the SafeNet icon and select Security Policy Editor).

2. Select Options-> Secure-> Specified Connections.
3. Select Edit -> Add -> Connection to Create a new connection.

Figure 4-14.
SoftRemote: Security
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Click here ta find out about program add-ons.

4. Specify a descriptive name for the connection. (The name "SecureVPN"
is used in this example.)
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Specify the connection type. In the Connection Security section, specify
the setting that best fulfils your business need:

* Non-secure mode—allows IP communications for this connection
to pass through unsecured (unencrypted)

¢ Secure mode—secures (encrypts) IP communications for this
connection

¢ Block mode—stops all IP communications for this connection from
passing through
Specify the trusted network to which the client will be communicating.
In the Remote Party Identity and Addressing fields:
¢ (Change the ID Type to IP Subnet.
¢ Specify the Subnet and Mask of the trusted network on the inside
of the firewall.

Note: |Ifthis policy is configured for All Connections, this field will be absent as all
addresses are inherently included in this type of connection.

Enable the Connect using Secure Gateway Tunnel box.

Specify the interface information for the Secure Gateway Tunnel that
matches your authentication and network environment:

¢ [fusing shared password: Set the ID Type to either IP Address or
Domain Name

—If you select IP Address, enter the IP address of the firewall's internet
interface.

—If you select Domain Name, enter the firewall's domain name in the
field below. Then select either Gateway IP Address or Gateway
Hostname (fully-qualified domain name) and enter the appropriate
information in the field below.

¢ |Ifusing digital certificates:
—Set the ID Type to Distinguished Name.

—Enter the Gateway IP Address or the Gateway Hostname (fully-
qualified domain name) of the firewall’s internet interface in the field
below.

—Click Edit Name, and then in the window that appears (Figure 4-15),
enter the Distinguished Name information. Input all fields from the
Firewall Certificate and click OK.
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Figure 4-15. SoftRemote:

Edit Distinguished Name subit
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¢ If you want to accept any digital certificate from the gateway that
resolves to a trusted Root CA certificate already configured on your
SoftRemote client:

—Set the ID Type to Any.

—Enter the Gateway IP Address or the Gateway Hostname (fully-

qualified domain name) of the firewall’s internet interface in the field
below.

a Caution: In some instances data entered in the policy editor may be lost when
changing screens without saving the data, therefore click the Save (floppy disk) icon
before moving between policy editor screens.

9. Expand your new connection and then click on Security Policy. Select
either Main Mode or Aggressive Mode as the Phase 1 Negotiation Mode.

Figure 4-16.
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10. Specify how the user will be identified to the firewall. Select My Identity.
Figure 4-17.
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a. Select the authentication method for this connection.

¢ [fusing shared password:

—From the Select Certificate drop-down list, select None.
—Click Pre-Shared Key and enter the shared password.

—I[Conditional] If using aggressive mode, select ID Type and enter
desired ID. The ID used (domain name or e-mail address) must
match that configured for the remote identity on the firewall.

If using digital certificates, do one of the following:

—Highlight the previously imported personal certificate from the

drop-down list. Notice the ID Type automatically changes to
Distinguished Name.

—Highlight “Select automatically during IKE negotiation.”

—Select ID Type and select your desired ID. Distinguished Name is
the default, as all certificates use DN. You may choose any
other listed ID Type, but certificates that do not contain that
type of identity information will not be allowed.
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b. In the Virtual Adapter drop-down box, specify the status of the
virtual adapter

Note: Save policy updates before moving to the next screen when changing
this setting.

Status

Connection Type

Comments

Disabled

No virtual adapter is
created. There is no WINS
bind, and only variable
DNS bind, which is
platform dependent.

Requires manually creating WINS
configuration information and requires
manual configuration on Windows
2000 for DNS information.

Preferred

SoftRemote attempts to
create a virtual adapter.

If attempt fails, the
connection is created as if
in the Disabled option.

If the virtual adapter fails, SoftRemote
loses WINS configuration information
and may lose DNS configuration
information sent from the VPN
gateway.

a Caution: If the configuration
information is lost, you will
have to configure it manually.

Required

SoftRemote attempts to
create a virtual adapter
upon VPN connection.

Once the virtual adapter is
successfully created, Soft
Remote has WINS and
DNS configuration
information from the VPN
connection gateway.

No connection is established if the
virtual adapter is not created.

Retries the VPN connection until the
virtual adapter is successfully created.

m Tip:This is the recommended
deployment to ensure
consistent behavior across

platforms.

c. Inthe Internet Interface selection drop-down box, specify which
interface to use when creating the VPN connection. For our
example, the default “Any” is adequate.

*If your policy uses a virtual adapter, you must select Any.

Setting Up SoftRemote

+|f you would like your VPN to only initiate when the client machine
is using a specific physical adapter, then identify that adapter
here. (For example, if you want a VPN connection only when a
dial-up adapter is used but not when a LAN adapter is used,
select the dial-up adapter from the drop-down list.)

Note: On Windows 2000, dial-up adapters only appear in the drop-down menu
when the dial-up connection is active. A selection that is made while the adapter
is listed will persist and be recognized on the next connection attempt.
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11. Specify the Authentication settings. Select Security Policy ->
Authentication (Phase 1) -> Proposal 1.

Figure 4-18. S Security Policy Editor - SafeNet SoftRemate HE B
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a. Inthe Authentication Method field, specify the method appropriate
for your configuration. (For example, use Pre-Shared Key if using only
password-based authentication, use Pre-Shared Key: Extended
Authentication if using password-based authentication and
extended authentication.)

b. Inthe Encryption and Data Integrity/Algorithms fields:

¢ Encrypt Alg: Select DES or Triple-DES (highest security).

¢ Hash Alg: Select MD5 or SHA-1 (highest security).

¢ SALife: Set this to 3500 seconds, if you have not changed the
default setting on the firewall. The number should be set to some
period of time slightly shorter than is configured on the firewall SA
definition (Advanced tab on the Sidewinder G, Admin Console).
The Phase 1 Lifetime on the SoftRemote should NOT be left as
Unspecified.

c. In Key Group field, select at least Group 2. (Group 5 is highest.)

Setting Up SoftRemote




Configuring a security policy in SoftRemote

12. Specify the Key Exchange settings. Select Key Exchange (Phase 2) ->

Proposal 1.
Figure 4-19.
SoftRemote: Key S Security Policy Editor - SafeNet SoftRemote [_[=]x]
Exchange (Phase 2) -> o e
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° ﬁéygmphusdgw Freeed Encrypt Alg -
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SA Life: Select Unspecified to default to the firewall settings.
Compression should not be used. Leave the default as None.
Encapsulation Protocol: Select the same settings in the Encryption
and Hash Algorithms fields as Phase I. Do not change Tunnel
Encapsulation.
* Do not use the Authentication Protocol (AH). (Traffic will not be
encrypted.)
13. Click the Save icon to save the policy on this system.
é Important: You can export a policy without saving it, but the policy will not be
saved and enforced on the system on which it was configured.

14. Select File -> Export Security Policy.

The Export policy to. .. window appears.

Setting Up SoftRemote




Configuring a security policy in SoftRemote

Figure 4-20. Export
policy window =
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15. Specify the export settings.
¢ Filename: Specify the location of the exported file.

* Protect Exported Policy: Select to password protect the policy. The
policy will be encrypted

¢ Policy Locking: Select one of the following settings:
—Policy is unlocked: Select to allow the user to edit the policy.

—Policy is partially locked: Select to allow the user to edit the My
Identity information only.

—Policy is completely locked: Select to allow the user to view the
policy only.
Note: It is advisable to save an unlocked copy for administrator use. A non-

protected policy may be imported over a protected policy, which allows you to begin
editing again.

16. Provide a copy of this file to the appropriate end users.

Configuring other The second part of this section describes how to configure the default

connections connection, or the Other Connections portion, of the security policy.
This connection is the last listed connection and handles any traffic
that does not match an earlier connection.

Note: If Other Connections is a secured connection, the settings you configure must
coincide with configured settings/capabilities on the Sidewinder G, VPN Gateway.
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1. Click on Other Connections.

2. Specify the connection type. In the Connection Security section, specify
the setting that best fulfils your business need.

¢ If you select Secure, configure this connection using the same
steps as for the other secure connections. You do not need to
specify the remote party identity (this field will not be available in
the interface), as all packets not processed by another policy will
be processed by this one.

A reciprocal VPN tunnel policy on the firewall will need to identify
protected networks as 1.0.0.0/0.

* [fyou select Non-Secure, all traffic not that does not match earlier
connection rules will be sent in clear text. Change the Internet
Interface settings if the traffic should leave using a specific
interface.

¢ If you select Block, all traffic not processed by another connection
will be blocked.

3. C(lick save.

Setting up a Secure All Connections policy

In this connection option, one policy governs all traffic leaving the
client machine.

1. Select Start -> Programs -> SoftRemote -> Security Policy Editor (or right
click the SafeNet icon and select Security Policy Editor).

2. Select Options-> Secure-> All Connections.

3. Configure the security policy the way you would for a Specified
Connection, starting with step 7 on page 4-27 (Enable the Connect
using Secure Gateway Tunnel box) and continuing through step 16 on
page 4-33.

¢ The Remote Party Identity and address fields will not be available
as all addresses are inherently included in this type of network.

¢ The reciprocal policy in Sidewinder must identify the protected
network as 1.0.0.0/0 to include all traffic.

Note: This is an ‘All Connections’ type policy, and therefore the Non-Secure and Block
connection types are not available.

ﬁ Important: When using Virtual Adapter and an ‘All Connections’ type policy, you may
not have traffic enabled to ‘All Connections’ To resolve this use the procedure provided in
“All Connections policy and Virtual Adapter setting” on page A-7.
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Policy update
distribution

Figure 4-21. Policy
Management window

SoftRemote can be configured to periodically poll, or check for, and
then retrieve a new security policy from a web address, or URL. The
clients have several retrieval options which are configured using the
Policy Management window in the Secure Policy Editor. Use the following
procedure to configure policy updating options on the client.

1. Select Start -> Programs -> SoftRemote -> Security Policy Editor (or right
click the SoftRemote icon and select Security Policy Editor).

2. Select Options-> Policy Management.

The Policy Management window displays. This window indicates where
SoftRemote should query to retrieve updated policies.

x
— Policy Server
IV Use Palicy Server Palicy Palling |1 440

Interval [minutes]

Palicy Distribution Point
" Register and retrieve my policy from a WP Policy Manager.

' Retrieve my policy from the following URL.

Palicy URL

Cancel |

3. Select the Policy Server options as follows.

¢ Use Policy Server: Select to set the options for policy distribution.
When not selected, all of the options are grayed out.

¢ Policy Polling Interval (minutes): Enter how often SoftRemote polls
and retrieves new policy. The minutes available are from 1 through
9999999 The default is 1440 minutes (24 hours).

¢ Retrieve my policy from the following URL: Select this option to
enter the web address of the security policy. When selected the
Policy URL: text box appears, enter the URL here.

4. C(lick OK.
5. C(lick Ssave.
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VPN management The VPN management command is a console application that

command provides command line support for the corresponding control
functions in SoftRemote. The functions supported include: connect,
disconnect, activate, deactivate, and reload. This allows you the use of
batch files for these functions. You can create a batch file with the
desired command in the SoftRemote install directory. You would then
place a short cut to the file on your desktop to allow you to quickly
execute the function.

The command format is:
VPN -activate
-deactivate
-connect connection_name
-disconnect connection_name
where: connection_name is the name of your VPN connection.
Note: After you activate an ‘All Connections’ type policy, you must send traffic through

the VPN to trigger SoftRemote to establish the configured connection. To do this, you
might include a ping command to an internal address (behind the gateway).
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APPENDIX A

Tips and Troubleshooting

About this appendix This appendix provides a summary of troubleshooting techniques
available for resolving SoftRemote and Sidewinder G, VPN connection
problems. This appendix addresses the following topics:

* “SoftRemote Log Viewer” on page App-2

o
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o
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* “SoftRemote Connection Monitor” on page App-3

¢ “Common deployment issues” on page App-5

¢ “Upgrade tips” on page App-5

¢ “Connectivity troubleshooting” on page App-6

¢ “Sidewinder G, troubleshooting commands” on page App-8
* “Working with Microsoft Networking” on page App-8

¢ “ZoneAlarm troubleshooting resources” on page App-11

Tips and Troubleshooting




SoftRemote Log Viewer

SoftRemote Log

Troubleshootin

Figure A-1. Log Viewer
window on SoftRemote

AN

Tips and Troubleshooting

The Log Viewer displays the communications log, a diagnostic tool
that lists the IKE negotiations that occur during the VPN set up
negotiation. This is a very useful debugging tool when you cannot
correctly establish a VPN connection.

There are times when a message may not show up in the log viewer.
If you suspect that log entries are getting dropped, set the viewer to
log to a file then read the file. To log to a file, open the policy editor
select Options -> Global Policy Settings and select Enable IPSec Logging.
The logging will be saved in the SoftRemote (SoftRemoteLT) install
directory in the isakmp.log file.

Note: The Log Viewer shows only ISAKMP and IKE messages; it does not show audit
messages for all traffic flow through the VPN.

To start the Log Viewer, click the Start menu or right-click the
SoftRemote icon and then select the viewer from the displayed menu.

ﬁ Log Viewer - SafeMet 5oftRemote [_ [l <]

Clear | Freeze |?SaveLﬂg‘=I FErint | Close |

Important: This information is not saved. The Log Viewer content wraps after about 50
lines. Therefore, unless you freeze and save or print this information, it will be cleared by
ongoing negotiations.

The following summarizes the tasks you can perform.

Button | Summary

Clear Clears the communications log.

é Important:You cannot retrieve this information once you clear it.

Freeze | Freezes/unfreezes the communications log. Because the
communications log scrolls through IKE negotiations as they occur, you
may need to freeze the log in order to save or print specific messages.

Since this button acts as a toggle, once activated it will read UnFreeze
until you click it again to restart the log.

Print Print the current content in the communications log.

Hll» Tip: You may want to freeze the log before you attempt to print it.

More...
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SoftRemote
Connection
Monitor

Figure A-2. Connection
Monitor window

Button | Summary

Save Save the current content in the communications log.

\|||» Tip: You may want to freeze the log before you attempt to save it.

Close Closes the log viewer.

The Connection Monitor displays statistical and diagnostic information
for each active connection in the security policy. This utility is
designed to display the actual security policy settings configured in
Security Policy Editor and the security association (SA) information
established during Phase 1 IKE negotiations and Phase 2 IPSec
negotiations.

To start the Connection Monitor, click the Start menu or right-click the
SoftRemote icon and then select the Connection Monitor from the
displayed menu.

5| Connectian Monitar - SafeN et SoftRemote 1 [
Global Stafistics.
MNerrSecused Packets |17 Secussd Packsls 22 —
8l
DnoppedPackets |8 Secwed Data [KEstes] |2 i
Convection e | Local &ddess | Local Subeet | Femole Addioss | RemceModfies | G Addess | Prolocol | Local Poet | Flem Post |
My Connecton.. 100120177 205256 296266 100,00 FEABOD 02740381 AL AL ALL

You will see an icon to the left of the connection name:

* A keyicon indicates that the connection has a Phase 2 IPSec SA.
When there is a single Phase 1 SA to a gateway that is protecting
multiple Phase 2 SAs, there will be a single Phase 1 connection
with the SA icon and individual Phase 2 connections with the key
icon listed above that entry.

* AnSA icon indicates that the connection has only a Phase 1 IKE
security association. This occurs when in the process of connecting
to a secure gateway tunnel or when a Phase 2 IPSec SA fails to
establish or has not been established yet.

* A black mark moving beneath the key icon indicates that the client
is processing secure IP traffic for that connection.

Tips and Troubleshooting
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SoftRemote Connection Monitor

Figure A-3. Connection
Monitor Details window

More about the Connection Monitor

Global Statistics are not real-time operations; they are updated every
five seconds.

Dropped Packets includes packets from connections that are
configured as blocked.

Remote Modifier is either the remote party subnet mask or the end of
the address range when IP Address Range is selected for the Remote
Party Identity and Addressing ID Type.

To view the details

To see the details about a connection, click Details. The Security
Association Details window appears as shown below.

Security Association Details

Fhase 2 |

Lifetime
Encila [3DES Lol Address (172 2016068 Inbound Butbound
HashAlg SHAT RemAddress 000 E=pires at [11:11:36 5/12/03 [11:11:35 5112403
SPI linb]  [Eh342f10 Encapsulation |TUNNEL Data Secured 27484 b 351510
SPI (outh) [ 28082 Diata Remaining Mot in use [Natin use

Cloze

Tips and Troubleshooting

You will see a Phase 1 tab and/or a Phase 2 tab; these tabs indicate
that the selected connection has established SAs.

¢ To view Authentication (Phase 1) security associations negotiated
by IKE, click the Phase 1 tab.

* To view Key Exchange (Phase 2) security associations negotiated
by IPSec, click the Phase 2 tab.

Note: Certain fields are not populated in the Connection Monitor at this time. The
unpopulated fields are targets for enhancements in future releases.




Common deployment issues

Common Listed here are some basic configuration issues you may encounter
d eploym ent while preparing your SoftRemote deployment:
issues ¢ If remotely administrating Sidewinder G, and you are using self-

signed certificates, first ftp the proper *pkl and *der files to the
firewall. Then run the PKCS12 utility. Once completed, ftp the new
*p12 file back to your remote console.

* When using self-signed certificates, make sure that the PKCS12
object file (*p12), the corresponding personal certificate file
(*.der), and the corresponding firewall certificate file are imported
into their proper tabs in SoftRemote’s Certificate Manager. See
“Setting up Sidewinder G, self-signed certificates” on page 4-18 for
details.

¢ When using CA certificates exported from the firewall and
SoftRemote’s auto-import feature during installation, do the
following:
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a. Request and retrieve the CA root certificate using the firewall.
b. Export the CA root certificate with a *.der file extension.

c. Import the file into the initial installation of the SoftRemote
Certificate Manager, and then export the same file. This process
changes the file format and extension to .cser, which allows you to
rename the CA root certificate file CACert.cser.

d. Move the CACert.cser to your install image. The file will now
automatically import during the installation process.

Upg rade tipS ¢ Before upgrading, you must deactivate the client and then reboot.
Once you finish the reboot, then uninstall the client. Reboot again,
then install. Reboot one more time before you begin to use the
client.

If the VA was used and you did not execute a clean reboot before
uninstall, you may encounter problems from an incomplete VA
uninstall. Call Secure Computing Support for assistance.

¢ The Original Windows installation media may be required during
installation depending upon OS and configuration. Please have the
CD or files ready prior to installation.

* If using self-signed certificates, when upgrading from Soft-PK to
SoftRemote, your self-signed certificates need to be set explicitly as
trusted CAs (not required on SoftPK). Immediately after

Tips and Troubleshooting
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Connectivity troubleshooting

Connectivity
troubleshooting

Tips and Troubleshooting

completing the upgrade, re-import the client certificates as CAs
using the Certificate Manager and make sure they are set as
trusted.

If the settings in the Virtual Adapter are not updated per new
installation, go to Start-> Settings -> Network and Dial-up Connections
highlight and delete the SafeNet VA adapter entry. The entry will
be re-installed with default settings when the next VA enabled
connection is set up.

Check basic setup details if traffic is not being sent.

*

*

Make sure you are using a non-encrypting modem.

Make sure you are using a SafeNet SoftRemote supported NIC
(Ethernet, ISDN, etc). For an updated list, see SafeNet's Web site at
http://www.securedbysafenet.com/clientsupport/
SafeNetClientNIClist.htm.

Make sure the VPN servers and security associations on the
firewall and the security policies on SoftRemote are enabled.

Make sure that the client’s virtual address is not configured to an
address on the firewall’s internal network.

If you turned off ZoneAlarm and cannot start your VPN
connection, check SoftRemote’s Security Policy Editor ->

Options -> Firewall Settings, and verify that “VPN connections require
the firewall to be enabled” is unchecked.

If you did not disable the Microsoft XP Internet Connective
Firewall, you may experience some compatibility issues. Work
arounds include:

— Turn off the Native XP Firewall before installing SoftRemote
and ZoneAlarm. If you will be using ZoneAlarm, do not turn
the XP Firewall back on.

— 1If you want to use the XP firewall, configure the XP firewall to
allow two-way IKE traffic on port 500 UDP on the adapter
used for your VPN traffic. Doing so allows rekeys initiated by
a peer (the firewall). See the SafeNet SoftRemote Release
Notes for instructions. (To access the release notes online, go
to http://www.securedbysafenet.com/releasenotes/
CRN_SoftRemote_10.3.5B06.pdf)

If you chose to leave the XP Internet Connective Firewall enabled


http://www.securedbysafenet.com/clientsupport/SafeNetClientNIClist.htm
http://www.securedbysafenet.com/releasenotes/CRN_SoftRemote_10.3.5B06.pdf

Connectivity troubleshooting

and are using the VA, you must ensure that both the SafeNet
Virtual Adapter and the physical adapter are protected by the
firewall. If one adapter is “firewalled” and the other is not, packets
will not pass.

¢ If the Log Monitor indicates a Phase 1 Identity error, verify that all
identity information (distinguished names and IP addresses) is
entered correctly:

— On SoftRemote Security Policy Editor -> connection name ->
Secure Gateway Tunnel -> ID Type

— On SoftRemote Security Policy Editor -> My Identity

— On the Sidewinder G, Admin Console Certificate Manager -> all
tabs used in the security association
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¢ If the Log Monitor indicates a Phase 2 error, verify that the target
networks are correctly configured on both Sidewinder G, and
SoftRemote.

* If using digital certificates with keys of length 2048 bits or longer,
you must have Internet Explorer Version 5.5 or better installed on
the client machine.

All Connections policy and Virtual Adapter setting

When using an ‘All Connections’ type policy (forcing all external
traffic through a tunnel to one gateway), and you are using the VA,
then you may have to make a manual adjustment to the policy you
distribute. The VA comes up without a use default gateway option
activated when it should be activated. To correct this, it is best to force
the setting in the policy (using the following procedure) and not
involve the end user in the problem resolution.

1. Configure your policy and export it without locking or password
protecting it.

2. Open the policy file with a text editor.

3. Locate the following line:

[HKEY_LOCAL_MACHINE\SOFTWARE\IRE\SafeNet/Soft-PK\ACL\0\MYID\VASUPPORT]
"VASUPPORT"=dword:00000002

4. Add the following line:
"VAUSEGW" =dword: 00000002

5. The result should be as follows:

Tips and Troubleshooting
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[HKEY_LOCAL_MACHINE\SOFTWARE\IRE\SafeNet/Soft-PK\ACL\0\MYID\VASUPPORT]
"VASUPPORT"=dword: 00000002

"VAUSEGW"=dword: 00000002

6. Save thefile then re-import it to the client.

Any client that you import this configuration file into will then have the
use default gateway VA option set.

Sidewinder G2 In addition to standard logging, the firewall performs auditing of

troubleshooting certain system events which allows you to generate information on
VPN connections. Table A-1 shows some useful commands to track

commands VPN connections in real-time mode and check VPN settings/
configuration.

Table A-1. Basic Sidewinder G, VPN troubleshooting commands

Commands
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tcpdump -npi ext_interface port 500 or proto 50

To show IKE and IPSEC traffic arriving at the firewall.

cfipsecq

To review VPN policies on the firewall command line.

cf ipsec policydump

To determine if VPN is active.

showaudit -v

To show detailed audit trace information for VPN.

Working with Most end users will want to use SoftRemote to establish VPN
Microsoft connections to access internal Microsoft networks (NT servers,

. Exchange, etc.) and Web servers. DNS and WINS information must be
NetWOfkmg correctly configured to work seamlessly in this environment.

The SoftRemote client supports receiving the DNS and WINS server
information from Sidewinder G, to the client during the VPN
connection initialization. To consistently and reliably communicate
this information, enable the Virtual Adapter on the client. In the client
configuration, set the Virtual Adapter option to “Required” in the My
Identity screen on the client. The Virtual Adapter will start before the
VPN initialization and will bind the DNS and WINS information sent to
the client from Sidewinder G, for the duration of the VPN connection.
A Virtual Adapter initialization failure results in an aborted VPN
initialization that usually self-corrects on the second try.

Tips and Troubleshooting




Working with Microsoft Networking

Note: Windows 9x and NT are capable of receiving DNS information with the Virtual
Adapter. However, the Windows 2000 Professional and both XP platforms require the
Virtual Adapter. The Virtual Adapter is required for storage of WINS information on all
platforms.

If you are experiencing difficulties setting up WINS and DNS
configuration information for your VPN connections, try some of the
following options:

”||» Tip: Start by verifying that your WINS, DNS, and all other IP address settings are correct on
both the client and the firewall. Also verify that the rules to move traffic from its
termination (and therefore source) burb to its destination burb are accurate.

¢ If the client machine wants to connect to a WINS or DNS server,
then the servers’ IP addresses should be configured on the firewall
in a client address pool, or manually configured in Network
Properties on the client machine. Sidewinder G, cannot send DNS
or WINS information if it is not sending a virtual IP address in a
Client Address Pool.
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¢ If the client machine is configured to accept WINS and DNS
information but the information is not available on the machine,
check these options:

— Verify that the Client Address Pool settings used in the
corresponding Sidewinder G, Security Association are correct.
Change the appropriate settings, then restart your VPN client
and try again.

— Verify that the client’s Virtual Adapter option is set to
“Required.”

¢ If the WINS information is correct, but the client is unable to
authenticate to the primary domain controller (PDC), you may be
experiencing one of several issues. For example:

— If the VPN terminates in a protected burb with general traffic,
the client may not be authenticating properly to the PDC.
Connect the client machine to the local area network (LAN),
start it, and verify the login. Disconnect it from the LAN and
retry the VPN connection. The PDC should now respond
correctly when connecting through a VPN connection.

— If the VPN terminates in a virtual burb or burb separated from
general traffic, your rules and proxies may be improperly
configured. Watch the audit stream for netprobes or rules
denies to help troubleshoot the problem source. You may
need to add or change entries to permit the traffic to flow
through the firewall.

Tips and Troubleshooting
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Working with Microsoft Networking

Tips and Troubleshooting

If an end user wants to alternate between working on a LAN and
over a VPN, then the user may need to establish a new connection
with the local network after disconnecting from the VPN. The most
reliable way to initialize into an MS network is to log out and then
log into the network.

If the client machine is Windows 9x or NT, has dial-up DNS, and is
using mode config (to receive DNS information from a client
address pool), the DNS values will not revert to the default when
the VPN is disconnected. Provide users with instructions to
reconnect to their ISP after disconnecting from the VPN to return
to the original DNS values.

If the client machine is Windows 2000 Professional, mode-config
will not correctly set the DNS server identity on the client unless
the Virtual Adapter Required option is set.

If you want to allow Windows 2000 Professional systems to map
drives in an NT domain, the Virtual Adapter must be configured
manually to allow 'Client for MS Networking.” Also set 'Print and
File Sharing for MS Networks.’

Note: Consult your Microsoft documentation for instructions.

Ensure that you have "Virtual Private Networking" and “Dial Up
Networking” installed. If they are not installed, do so at this time.

Note: Consult your Microsoft documentation for instructions.
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ZoneAlarm

troubleshooting

resources

If ZoneAlarm is not passing traffic, check basic configuration details.

*

Make sure the traffic or programs are allowed access to the
Internet by using the Control Center Programs interface or
checking "Remember this answer the next time I use this program"
at the pop up window.

Make sure ZoneAlarm is set to unlocked when you are planning
on passing traffic.

Make sure that you have your security settings (Low, Medium,
High) at the proper level for your network environment.

Make sure that your protected network is listed as a part of your
local network by checking ZoneAlarm’s Advanced tab.

Change what traffic or programs are allowed or denied at any time
by returning to the Control Center.

Tip:Enable the MailSafe protection feature available on the Security panel to
quarantine e-mail script attachments.

For help with ZoneAlarm, use the following resources:

Use the ZoneAlarm online help files

Go to Start-> Programs -> Zone Labs -> Readme. txt for a list of
known issues and helpful information

Go to http:\\www.zonealarm.com\support

Tips and Troubleshooting
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